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AHHOTAIIUA

[IaHHBIM JOKYMEHT COJEPKUT OIlMCaHle MPUKIIAaJHOTO IPOTPaMMHOT0 UHTEpde-
ca nporpamMmHuoro komiiekca (ITK) BAMBE.00104-06 «Cuctema KpuntorpadguiecKkou
aBTOpHU3allMM 3JIEKTPOHHEIX HOKYMEHTOB «CuUTHaTypa» Bepcusa 6» (manee - CKA]]
«Curaatypa» Bepcus 6) ansa ninatdopmer Microsoft .NET Framework, a Tak:ke peko-
MEeHOaIIuX 110 BCTPAaMBAHUIO U MCIIOJIb30BAHUIO MAaHHOM OMOIMOTEKU B ITPUKIIATHOM
nmporpaMmMHoM obecneuenuu (I10).

IIOKyMeHT IIpefHa3Ha4YeH [AJi pa3pab0TUYMKOB MPUKJIQAHBLIX IPOTrpaMM (BHEITHUX
o otHoineHuio K CKA]Jl «CurHaTtypa» Bepcus 6) Kak pyKOBOACTBO II0 IPOrpaMMHUPO-
BaHUIO C UCIIOIb30BaHuEM O1OIMOTEKN PabOTHI C cepTudUKATaAMMU.

[Tpu BcTpauBaHuM OMOIMOTEKU MPENIosiaraeTcsi, YTO CUCTEMHBIN NPOrPaMMUCT
MMeeT 3HaHUS O CYIIeCTBYIOIIEel apXUTEKTYPE CUCTEMEI yIIPaBJIEHUSI cepTUGUKaTaMU
(CYC), ucnonp3yeMbIX peKOMEHOalusIX U CTaHOapTax.



3
BAMBE.00117-06 33 01

CogepxkaHue

1 IPUKJIATHOM ITIPOTPAMMHBIA UHTEP®EHNC 4
1.1 HasHaUEHHUE . . . . . . . . i e e e e e e e e e e e 4
1.2 XaQPaKTEPUCTHEM . . . . v v v v o et et e e e e e e e e e e e e e e e e 4
1.3 HICHOMB30BAHUE . . . .« v v v vt e et i e e e e e e e e e e e e e e e 4
1.3.1 CoCTaB . . . . . . o e e e e e e 4
1.3.2 TlogrotoBKa CPefbl PA3PabOTKU . . . . . v v v v v v e e e e e e e e o 4
1.3.3 TlapaMeTphl KOHQUTYPALIIH . . . . « v v v v v v e e e e e e e e e e o 5

1.4 Kiacc CEPTHUMUKATA . . . .« v v v v et e e e e e e e e e e e e e e e 5
1.5 Kmacc CAC . . . . . e e e e e e e 8
1.6 Kmacc VcertException . . . .. . . ... . .. .. .. ... .. e 9
1.7 Knacc VcertObject . . . . . . . . . . . . . e e 9
1.7.1 MeToabl HHUIIMAIUBAIIMH . . . .« v v v v v o e e e e e e e e e e e e e 9
1.7.2 MeTon OEMHULIAATIUBAIMMM . . . o v v v v v v v e e e e e e e e e e e e 11
1.7.3 MeToq MOMYYEHUS CTEKA OIIMOOK . . . . .« v v v v v e o v e e v . 11
1.7.4 MeTopns!l yripaBjeHUs U BBI30Ba MacTepoB . . . . . . . ... .. ... 11
1.7.5 CopaBOYHUKU U NPOPUIIH HOMB30BATEIST . . . . « « v o v v v v v o . . 13
1.7.6 Busyanuzamus o6beKTOBCYC . . . . . ... .. .. ... .. ..... 14
1.7.7 9xcmopT 1 uMmopT o6beKToBCYC . . . . . . . . . . ... ... .... 15
1.7.8 Pas6op u nonydyenue nHpopmaiuu 06 o6bektax CYC . . . . . . .. 18
1.7.9 TlocTpoeHue u IpoBepKa liermodyek o60bekToB CYC . . . . .. .. .. 19
1.7.10BBIYUCIIEHUE XOII-BHAYEHUM . . . . . v v v v v v e e e e e e e e e 21
1.7.11Briuucnenue u npoBepka JI1 xsm-3HaYEeHUU . . . . . . . . . . . . . 22
1.7.12T1ouck u nmepeuucienue o6beKToBCYC . . . . . . ... ... ... .. 23
1.7.13Brruncnenue IOI1 CMS-COOOIIEHUM . . . . . v v v v v v v v e e v . 25
1.7.14TTpoBepka IIT CMS-COOOMIEHUM . . . . . . v v v v v v e e e e e . 28
1.7.153amudpoBanre CMS-COOOIIEHUM . . . . . v v v v v v v v e v e e e o 34
1.7.16PacmudppoBanrie CMS-COOOIIEHUM . . . . . v . v v v v v v e e o .. 36
1.7.17TIpeoO6pa3oBaHue COBMENIEHHBIX U OTAENIeHHbIX IIT . . . . . . . .. 37
1.7.18IMonyuyenue nupopmaruu 0 CMS-coOOMIeHUAX . . . . . . . . . . .. 39
1.7.19IlpocTaHoBKa U IpPOBEpKa LITAMIIOB BpEMEHU . . . . . . . . . . . . . 43
1.7.20TTony4yeHue online-ctatyca cepTuduKaTa . . . . . . . . « . o o . . . 47
1.7.21TIpoTokon 6€30MaCHOCTY TPaHCIOPTHOTrO ypoBHA TLS 1.2 . . . .. 49
1.7.22TTpeo6pa3oBaHue B ¢popmar u u3 ¢popmarta Base64 . . . .. .. ... 52
1.7.23BripaboTKa Cciy4alHOrO Ymucja 3afaHHOM OJIUHBL . . . . . . . . . . . 52

INEPEYEHDb COKPAIIIEHUH 54



4
BAMBE.00117-06 33 01

1 IIPUKJIATHOM IIPOTPAMMHBIA UHTEP®EUC

1.1 HazHaueHHe

[IpukmagHOM MpPOrpaMMHBIM wuHTepdenc mporpaMmHoro kommnekca (ITK)
BAMBE.00104-06 «Cuctema Kpunrorpad@uydeckol aBTOpPHU3alUU 3SJIEKTPOHHBIX
OOKyMeHTOB «CurHatypa» Bepcus 6» (manee - CKAJIl «Curratypa» Bepcus 6) mnad
minatdopmel Microsoft .NET Framework (mamee mo Tekcty - IIIIM .NET) paboTaeT
coBMecTHO ¢ CKA]Jl «CurHatypa» Bepcus 6 U IIpegocTaBiisgeT IporpaMMaM, Hallu-
caHHBIM Cc mcnonb3oBaHueM Microsoft .NET Framework Bepcuun 3.5, 4.0, 4.5, 4.6,
4.7 pocTyn K HabOpy KOHCTAHT, CTPYKTYP ¥ (PyHKUMH OMOIMOTEKU ITPUKIATHOIO
ImporpaMMHOro uHTepdeiica mnst pabotel ¢ ceprudukatramu CKAJIl «CurHartypa»
Bepcus 6.

1.2 XapakTepuCTHUKH

[ITTX .NET npemnHasHadyeH gnsa BcTpauBaHus CKAJIl «CurHaTypa» Bepcusi 6 B
MIpUKJIafHble CUCTEeMBI. TpeboBaHUS K allapaTHO-IPOrpaMMHOM cpefie, B KOTOPOU
dysrumonupyet I1ITU .NET, npuBenensl B tokyMeHTe BAMBE.00106-06 30 01 «CKA]],
«Curnatypa» Bepcus 6. AIIK «CursHaTtypa-KjiueHT» Bepcusd 6. @opmMmyssap».

ITpu skcruryatanuu [1I1H1 .Net Heob6xonuMo o6ecriednBaTh Te Ke TpeOOoOBaHUA K T1a-
paMeTpaM 3alllUuTH 0T HECAaHKIIMOHUPOBAHHOTO AOCTYIIa, YTO U K IPUKIIIaJHOMY IIPO-
rpaMmMHoMy obecrniedenuio (ITO), ucnonblyomemy CKAJII «Curnatypa» Bepcus 6.

1.3 Ucnnojin30BaHHue

B maHHOM DOKyMEHTe JaHO KpaTKoe OIlMCaHKe METOHOB 1 KJIaCCOB C yKa3aHUEM CO-
OTBETCTBYIOIIUX KOHCTAHT, CTPYKTYP U QyHKITUN U3 O6MOIMOTEKN TPUKIIAHOTO IPO-
rpaMMHOro uHTepdeiica mast paboThl ¢ cepTudUKaATaAMU.

I17151 TIOJTHOT'O OIMMCaHUS METOMIOB M KJIaCCOB HEOOXOIMMO U3YYUTH OMMCaHUE COOT-
BETCTBYIOIIMX KOHCTAHT, CTPYKTYp U ¢yHKIUU B fokymMeHTe BAMBE.00106-06 33 01
«CKA]l «Curnarypa» Bepcus 6. «CUrHaTtypa-KjinueHT» Bepcusa 6. PyKoBomcTBO mIpo-
rpaMMUCTa>.

CnenyeT oOpaTUTh BHUMaHMNE Ha TO, YTO ITPU BHIIOJTHEHUM ITOTOKOBBIX OIepalui
c OJ10KaMHu ITaMsITH ITOTOKOBasi QYHKIIMS OOJIKHa OBITh BhI3BaHA MHHMMYM [Ba pa3a
- OOVH WM HECKOJIbKO pa3 co 3HaueHueM napaMeTpa IsLast = false u ogun pa3s co
3HadyeHueM IsLast = true (mycTh U ¢ BXOOHBIM OJIOKOM ITaMSTU HYJIEBOU OJIUHEI).

1.3.1 CocraB

B cocrtas I1TTM .NET Bx0opmaT cnenymoiye Qauib:

— vcpia2.dll - mogynbk DMHaMHUYECKOM O1OIMOTEKH.

1.3.2 IloaroroBKa cpeabl pa3padoTKu

Pa3paboTka npunoxeHui Oy maatdhopMel Microsoft .NET Framework BhITTOJIHSI-
eTCsI C TIOMOIIbIO cpenbl pa3paborku Visual Studio. ITepen HawanoM cOOPKU ITPUIIO-
xKeHus c ucnonb3doBanueMm [1I11 .NET HeoO6XoquMo B IPOEKTE IIPUJIOKEHUS T00aBUTh
vcpia2.dll B ccrinku (References).

Kracchl, onmucaHHBEIE B JaHHOM OOKYMEHTE, HAXOOSATCS B ITPOCTPAHCTBE HMEH
(namespace) Validata.PKI.
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B mpo1iecce pa3pabotku nmpukiaagHoro [10 MoxkeT BOSHUKHYTh HEOOXOIUMOCTD [ie-
TaJIbHOTO aHajin3a OIMMOOYHOM CHUTyallMM, BO3HUKIIEN NPHU BBI30Be (PyHKIUU OuUb-
MuoTeKu. [IJid pelreHuUs 9TOM 3agadyu OMOIMOTEKa MHOOgepzKMBaAeT BO3MOIKHOCTH
BKJIIOYEHUS OTJIaOOYHOIO0 IMPOTOKOJIMPOBaHUSA. [[J1s1 BKIIOYEHUS OTJIAHOYHOIO IIPO-
TOKOJIMPOBAHUS CIIedyeT CO34aTh HepeMeHHYI0 oKpyxkKeHHus (Environment Variable)
pkildbglvl, yctanoBuTh ee 3HaueHue B 0x80 1 mmepe3anyCTUTh IIPOIECC IPUKIagHO-
ro I10.

[aHHBIE OT/JIQJOYHOTO IIPOTOKOJIa 3alUCHIBAIOTCA CHUCTEMHOU (QYyHKIUEU
OutputDebugString(). i1 X OpocMOTpa MOXKHO BOCIOJIB30BaThCA OTIag4H-
koM WinDbg unu yrunutour DbgView u3 coctaBa naketa Windows SysInternals.

1.3.3 IlapamMeTpsbl KOHPUTYypaIIuH

BubnuoTeka NPUKIAMHOTO IIPOrpaMMHOro uHTepdelica mas paboTel ¢ cepTudu-
KaTaMU II03BOJISIET BHIIIOIHATh HACTPOUKHU (M3MEHSITh 3HAUEHU S ITapaMeTPOB KOHDU-
rypanuu), IpegHa3HadyeHHbIe IS aganTalliy K IoTpedHoCcTsIM npukinanHoro I10, a
TaKXe [JIS1 YBeJIUYeHUs IIPOU3BOOUTEIbHOCTH ITPU UCIIOIb30BAHUU OOJILIIIOTO KOJIH-
yecTBa (1000000 u 60nee) cepTuUKaATOB.

OnucaHve IapaMeTpPoOB KOHUTrypaluu OUOIHUOTEKU ITPUBEOEHO B [JOKYMEHTE
BAMB.00106-06 33 01 «CKA]l «Cursratypa» Bepcus 6. «CUrHatypa-KJIUueHT» BEePCUs
6. PYKOBOOCTBO IIporpaMMuUcCTa».

1.4 Knacc ceprudukara

Ilepeuucinenue KeyUsages
®naru BO3MOXKHOU 00/1aCTU MCIOIb30BaHUS OTKPHITOTO KIlo4a:

— digitalSignature

coomeemcmeyem ¢paazy KEYUSAGE DIGITAL SIGNATURE.
— nonRepudiation

coomeemcmeyem ¢paazy KEYUSAGE NON REPUDIATION.
— keyEncipherment

coomeemcmeyem ¢paazy KEYUSAGE KEY ENCIPHERMENT.
— dataEncipherment

coomeemcmeyem ¢paa2y KEYUSAGE DATA ENCIPHERMENT.
— keyAgreement

coomeemcmeyem ¢paazy KEYUSAGE KEY AGREEMENT.
— keyCertSign

coomeemcmeyem ¢paazy KEYUSAGE KEY CERT SIGN.
— crlSign

coomeemcmeyem ¢paazy KEYUSAGE CRL SIGN.
— encipherOnly

coomeemcmeyem ¢paazy KEYUSAGE ENCIPHER ONLY.
— decipherOnly

coomeemcmeyem ¢paazy KEYUSAGE DECIPHER ONLY.

Knacc KeyUsageExtension
PacmupeHue 0671acTh UCIIOIB30BaHUS OTKPHITOTO KJIl0Ya cepTudUKara:
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— cBoucTBo KeyUsages Value
@1a2u 803MOHCHOU 06/1aCMU UCNO/Ab308AHUS OMKPbLIMO20 KAI0Yd.

— Metop bool Support (KeyUsages usage)
Bosespauw,aem true, ecau obsi1acmb npumeHeHus usage codepacumcs 8 Value.

Kinacc AlternativeName (coomeemcmasyem cmpykmype altname t)
AnbTepHaTUBHOE UMS U3AaTelsa UK Bilafeblia cepTUUKaTa:

— cBoucTBo string EmailAddress
Cmpoka ¢ adpecom 3i1eKkmpoHHoU noumbst RFC 822.

— cBoucTBO string DNS
Cmpoka ¢ umeHeMm cucmembl umeH domeHos DNS.

— cBoucTso string URI
CmpoKa ¢ yHuKaabHbiM adpecom pecypca URI.

— cBoucTsBo string IPAddress
Cmpoxka ¢ adpecom IP npomokoaa.

— cBOHUCTBO string OrganizationName
CmpoKa ¢ HauMeHOoB8aHuUeM op2aHu3ayuu.

— cBoucTso string RegistredAddress
Cmpoka ¢ 3ape2ucmpupo8aHHbIM a0pPecoM.

— CBOMCTBO string Surname
Cmpoka ¢ ©.H1.0. snadeavua cepmuguxkama.

— cBoUCTBO string BusinessCategory
Cmpoka ¢ 0012CHOCMbIO 81a0envbuad cepmugpukama.

— cBoucTBo string TelephoneNumber
Cmpoka ¢ Homepom meaepoHa eaadenvua cepmupukama.

— cBoucTBoO string Description
Cmpoka c onucaHuem 8 c8o00600HOU (popme.

— cBoucTBO string AccountNumber
CmpoKa ¢ HoMepoM pacyemHo20 cyemad.

— cBoiicTBo string BankId
Cmpoka ¢ baHkosckum udeHmugurkauuoHHbiM Kooom (BHK).

— cBoiicTBo string PhysicalDelivery
Cmpoka ¢ noumogbim adpecom.

— cBoiicTio string ExchangeAddress
Cmpoka ¢ adOpecom Microsoft Exchange.

Kinacc Policy (coomeemcmayem cmpykmype policy t)
PernmameHT (HONMUTHKA) UCIIOJIbL30BaHUSA cepTUdUKATA:

— cBoucTso string Oid
Cmpoka o6vekmHo20 udeHmugpuxkamopa (OID), udeHmuguuupyrow,e2o peziameHm
cepmucgukama.

Knacc ExtendedKeyUsage (coomeemcmayem cmpykmype extkeyusage t)
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PacmeeHHaH 00/1aCTh MCIIOJIb30BAHMUSI OTKPBITOT'O KJIIO4Ya CepTI/I(I)I/IKaTa:

— cBoicTso string Oid
Cmpoxka o6vekmHo20 udeHmugpuxkamopa (OID), udeHmupuyupyrow,e20 ucno1b308a-
HUe 0MKpblio20 KA4ya cepmugpukamada.

Knacc Extension (coomeemcmayem cmpykmype extension t)
[MomonHeHue (pacmupenue) X.509 ceprtudukara:

— cBoucTBo string Oid
Cmpoka o6vekmHo20 udeHmugukamopa (OID), ubeHmugpuuupyrou,e2o 0onoaHeHue
cepmugukama.

— cBouctBo ExtensionType Type
ASN.1 mun donoaHeHus.

— cBoucTBO bool Critical
ITpu3sHak kpumuuyHocmu OONO/AHEHUS.

— cBoucTBO byte[] Value
IlonoaneHue 8 DER-Koduposke.

Kmnacc Certificate (coomeemcmsyem cmpykmype certificate t)
Kmnacc, onucriBaoniui cepTuduKar:

— cBouCTBO string Issuer
X.500-ums uszdamena cepmugpukamada.

— cBOHMCTBO string SerialNumber
CepuliHbll HOMep cepmugukamada.

— CcBOHCTBO string Subject
X.500-ums enadenvua cepmugpukama.

— cBoicTBo string Algorithm
Aseopumm omKpblmo20 KAr4a cepmugukamad.

— cBoucTBo DateTime NotBefore
Ilama Hauana deticmsus cepmugukama.

— cBorcTBo DateTime NotAfter
Ilama okoHuaHus deucmeusa cepmugurkama.

— cBoucTtBO KeyUsageExtension KeyUsage
PaspeweHHble 061acmu UCN0/a1b6308AHUSA OMKPbIMO20 KA0Yd.

— cBoucTtBO DateTime NotBeforePrivate
Ilama Hauasa Oelicmeus 3aKpblmo20 KaArda cepmugukama.

— cBoucTtBo DateTime NotAfterPrivate
Ilama okoHuYaHus delicmaus 3aKpblmo20 KjAwua cepmugukama.

— cBoucTBO AlternativeName IssuerAlternativeName
AsbmepHamusHoe ums usdameansi cepmugukamad.

— cBoucTBo AlternativeName SubjectAlternativeName
AsbmepHamueHoe ums 8saadebla cepmugpukamd.

— cBoiicTso string Keyldentifier
Cmpokosgblli u0eHmugukamop 3adKpblmoz20 Kjawud, coomeemcmsyru,e2o0 OaHHOMY
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cepmucguramy.
— cBoucTBo PolicyCollection Policies
PezaameHmbul ucnosnvb3osaHus cepmugpukamada.

— cBoucTBo ExtendedKeyUsageCollection ExtendedKeyUsage
PacwupeHHble 06.1acmu UCN0/1b308aHUS1 OMKPbIMO20 KAl0Yd.

— cBotctBo ExtensionCollection Extensions
IlonoaHeHus (pacwupeHus) cepmugpukama.

— cBoucTBO bool AlgorithmAsQOid
Ecau true, mo noae Algorithm codepaicum obvekmubili udeHmugpukamop (OID) an-
20pumMa omkKpblmoe0 Kjarua cepmugukama.

— cBoucTBo byte[] EncodedCertificate
Cepmug¢uxam e DER-kKoduposgke.

— cBoucTBo byte[] CertificateHash
Xsw-3HayeHue napsvl UMeHU usdames u cepuliHo20 Homepa cepmudgukama.

1.5 Kmacc CAC

Kinacc RevCert (coomsemcmayem cmpykmype revcert t)
AHHYNIUPOBaAHHEIN cepTUDUKAT:

— CcBOHMCTBO string SerialNumber
CepuliHbll HOMep dHHY/AUPOBAHHO20 cepmuguKkama.

— cBouctBo DateTime RevTime
Bpemsa aHHyauposaHua cepmucgukama.

— cBoucTBO int Reason
IlpuyuHa aHHyAuUpOBaHUA cepmugukama.

Knacc CRL (coomeemcmsyem cmpykmype crl t)
Krnacc, onuceiBaoyuy CIUCOK aHHYIUPOBaHHEIX cepTudukaTtoB (CAC):

— cBOUCTBO string Issuer
X.500-ums uzoamensn CAC.

— cBoucTtBo DateTime LastUpdate
Bpems Hauana Oeticmsus CAC.

— cBoucTtBo DateTime NextUpdate
Bpems okoHuaHus deticmeus CAC.

— cBoucTtBO uint Number
ITopsodkosuiti Homep CAC.

— cBoucTtBO RevCertCollection RevCerts
AHHY/AUPOBAHHbIE cepmuguKameol.

— cBoucTBo byte[] EncodedCrl
CAC 8 DER-kKoduposke.

— cBoucTso byte[] CrlHash
IlaHHble, coldepoicawuecsi 8 donoaHeHuu «HoeHmugpukamop kKawua eiaadenvua»
cepmu¢ukama uzdamensn CAC.
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1.6 Kinacc VcertException

CsoiicTtBO uint Error
Kopn omub6ku.

ITpumeyuaHue - Koovl owubok, a makdce demasbHoe onucaHue U NpuvyuHa 803-
HUKHOBeHUsli owuboKk onucaHbl 8 pai3dene «OnucaHue OWUDOOYHbIX cumyauuti»
odokymeHma BAME.00106-06 33 01 «CKA]Il «CueHamypa» 8epcus 6. «CuzHamypa-
KaueHm» gepcus 6. Pykosodcmaeo npozpammucma».

CsoiicTBO string Message
OnucaHue OUINOKHU.

1.7 Kmacc VcertObject

Kmnacc VcertObject siBnsieTcst KitaccoM-00epPTKOM KOHTEKCTa JIOKaJIbHOU OuOIno-
Teku. [Ipu BbI30Be MeTOMOB Kilacca VcertObject B cinyyae BOSHUKHOBEHUS OIINOKHU
nHTepdelica reHepupyeTcs uckiodeHne VecertException.

IIpumeuaHue - B npouecce cgoli pabombvl NPUAOHCEHUIO pa3pewaemcs UHU-
uuaau3uposams u OeUHULUUA/Au3upo8dmMb HECKO/bKO pPA3/AUYHbIX NOJAHOUEHHbIX
KoHmekcmos 6ubiuomeku, 8 mom yuc/ie 8 uenax ux o0Ho8pemMeHHOo20 (napasniens-
HO20) UCNO0/a1b30B8AHUS.

1.7.1 MeToabl HHHIITHA/IH3AIIUHU

ITepeuuncnenue InitializeFlags
dnaru MHUNKaNIN3aluy KOHTEKCTa OMOINOTEeKN:

— DisableCrlUpdate

coomeemcmeyem ¢paaz2y FLAG INIT DISABLECRLUPDATE.
— ExpiringObjectUI

coomeemcmeyem ¢paaz2y FLAG INIT EXPIRINGOBJECTUI.

— DisableLdapUsage
coomeemcmeyem ¢paaz2y FLAG INIT DISABLELDAPUSAGE.

— DisableCacheSave
coomeemcmeyem ¢paaz2y FLAG INIT DISABLECACHESAVE.

— CertStoreProfile
coomeemcmeyem ¢paaz2y FLAG INIT CERTSTOREPROFILE.

— ForceCertCaching
coomeemcmeyem ¢paaz2y FLAG INIT FORCECERTCACHING.

— AllowAiaCdpUsage
coomeemcmeyem ¢paazy FLAG INIT ALLOWAIACDPUSAGE.

— UseSilentKeyLoad
coomsemcmayem ¢paazy FLAG INIT USESILENTKEYLOAD.

— UseVerifyContext
coomgemcmayem ¢aazy FLAG INIT USEVERIFYCONTEXT.
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[Tepen ucnonbp3oBaHUEeM JIo00ro MeToma Kinacca VcertObject (3a uckimoderHueM
GyHKIIUY MHUIIHAIN3alui) ero HeoO0X0OUMO MHHUIIMATU3UPOBaTh C IIOMOIILI0 OTHOU
13 QyHKIUY WHULIVAIU3allun.

bool InitMinimal() - (coomgemcmayem ¢yHkuuu VCERT InitMinimal)
MeToO UHUITHMATU3AIIUY MUHUMAIbHOT0 KOHTEKCTa OUOINOTEKU
Bo3BpanjaeMbie 3HaYEHUSI:

— true B ciy4dae ycrmexa.

bool Initialize(string profile, InitializeFlags flags) - (coomeemcmeayem ¢yHkuuu
VCERT Initialize)
MeTon MHUITHATM3AIIUY KOHTEKCTa OUOIMOoTEKHU
AprymMeHThbI:

— profile ctpoka ¢ umeHeM IpoduiIsa U3 HaCTPOeK KOHPUTypallMOHHOTrOo (aiina
pkil.conf unu u3 HacTtpoek npodusnen monwv3oBatens [1K «CopaBouyHUK cepTudu-
KaToB» IIpu yKalaHuu (¢rara InitializeFlags.CertStoreProfile. [TognepxkuBaioTcs
ClIenyIolre OOIOJIHUTEJIbHBIE BO3MOXKHOCTH:

e 3aJaHVe 3HauYeHUST «MY» II0O3BOISET HCIIOIb30BaTh HACTPOUKM MNpoduien
nonb3oBaTensd [IK «CnpaBOYHUK cepTU(PUKATOB» U ITOJIb30BaTEIbCKUU HHTEPHEUC
BeIOOpa nmpodussa 6e3 3amanus ¢iara InitializeFlags.CertStoreProfile;

e 3amaHue ¢pnara nannuanu3anuu InitializeFlags.CertStoreProfile no3sons-
eT yKa3aTb TpeOyeMbIii ipodunb nomb3oBaTensd [IK «CipaBOYHUK cePTUPUKATOB>
110 UMEHU;

— flags dnarm nHMLIManu3anguu (cM. onucanue B . 1.7.1).
Bo3BpaiiaeMbie 3HAaYEHUS:

— true B ciy4ae ycriexa.

bool Initialize(string pse, string localstore, string ldap, string pincode,
InitializeFlags flags) - (coomeemcmeayem ¢pyHnkuyuu VCERT InitializeEXx)
PacmmpeHHBIN MeTOO MHUIINAIN3allui KOHTEKCTa 6UOIUOTEKHU
AprymMeHrhbI:

— pse Ilyte (URI) K mepcoHanbHOMY CIIpaBO4YHUKY nonb3oBaTesns (ITCII) (coom-
gemcmayem noato pse cmpykmypol local_param_t).

— localstore Ilyts (URI) K mnoKanbHOMY cOpaBO4YHUKY monb3oBaTtesis (JICII) (co-
omsemcmayem noato localstore cmpykmyput local_param_t).

— Idap Tlyts (URI) Kk ceTeBOoMy crpaBo4YHUKY cepTudukatoB (CCC) (coomsem-
cmayem noat ldap cmpykmyput local_param_t).

— pincode TTH-kopx Ki1104eBOT0 HOCUTEJISA TUIIa CMapT-KapTa (coomsemcmaeyem
nosato pincode cmpykmypbol local_param_t).

— flags dnarm nHunmanu3anuu (CM. onucanue B m. 1.7.1).
Bo3BpaniaeMble 3HAUYEHHUS:
— true B ciiy4ae ycriexa.
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1.7.2 MeTon JeMHUIHATIU3AIIHH

void Uninitialize() - (coomeemcmeyem ¢pyukyuu VCERT Uninitialize)
MeTon gewHUIIMANTHU3AINN (0OCBOOOXKOEHNSI) KOHTEKCTa OMOINOTEKHN

IaHHBI METOJI BHIIIOJHSET OEeWHUIUAIN3anuilo (0CBOOOXKOEHHEe) KOHTEKCTa
OuOIMOTEKU M CBSI3aHHBLIX C HUM PECYpPCOB, BHIIEJIEHHHIX B MeTomax InitMinimal(),
Initialize(), a Tak:Ke TPOM3BOOUT BHITPY3KY 3arpyKeHHBIX OIS 3TOT0 KOHTEKCTa
3aKPHITHIX K/Itodel. [laHHBIM MeTo[I BEI3LIBAETCS B HECTPYKTOPe Kiacca VcecertObject.

1.7.3 MeToa moJiydeHUsi CTeKa OIMHOO0K

string GetErrorLineEx() - (coomeemcmasyem ¢ynkyuu VCERT GetErrorLineEXx)
MeTon HOJIYYEeHUsI CTeKAa BHYTPEHHUX OIINO0K OMOJIMOTEKH
Bo3BpaiiaeMbie 3HAYEHUS:

— CTek BHYTPEHHUX OMIMOO0OK OMOIMOTEKH.

1.7.4 MeToasl yIIpaB/IeHUsI U BbI30Ba MacTepoB

Ilepeuncinenue VcertCmd
KomMmaHma, KOTOpPY10 HEOOXOOUMO BBITIOTTHUTD:

— UpdateCRLs
coomgemcmayem komaHOe VCERT CMD UPDATECRLS.

— UpdateCRLsCrit

coomgemcmayem komaHOe VCERT CMD UPDATECRLSCRIT.
— SignWizard

coomeemcmayem kKomaHOe VCERT CMD SIGN WIZARD.

— VerifyWizard
coomeemcmayem komaHOe VCERT CMD VERIFY WIZARD.

— XmlRegWizard
coomeemcmayem KomaHOe VCERT CMD XMLREQ WIZARD.

— ProfileWizard
coomeemcmayem komaHOe VCERT CMD PROFILE WIZARD.

— PrivateKeyWizard
coomeemcmayem komaHOe VCERT CMD PRIVKEY WIZARD.

— CarrierSetPin
coomeemcmayem KomaHOe VCERT CMD CARRIER SETPIN.

— CarrierFormat
coomeemcmayem komaHOe VCERT CMD CARRIER FORMAT.

Ilepeuncnenue CtriFlags
®aru BBHITTOTHEHUST KOMaH]IbI:

— XmlRegForEncryption
coomgemcmayem ¢paazy FLAG CTRL XMLREQ FOR ENCRYPTION.
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— XmlReqGOST R 34 10 12 256

coomgemcmayem ¢paazy FLAG CTRL XMLREQ GOST R 34 10 12 256.
— XmlReqGOST R 34 10 12 512

coomgemcmayem ¢paazy FLAG CTRL XMLREQ GOST R 34 10 12 512.

— XmlRegCarrierGeneration
coomgemcmayem ¢aazy FLAG CTRL XMLREQ CARRIER GENERATION.

— ProfWizProhibitModifies
coomgemcmayem ¢paazy FLAG CTRL PROFWIZ PROHIBIT MODIFIES.

void ControlEx(IntPtr hWnd, VcertCmd cmd, byte[] idat, out byte[] odat,
CtrlFlags flag) - (coomeemcmeyem ¢yHKkuyuu VCERT ControlEXx)
MeToq yIipaBieHUsS KOHTEKCTOM U OMOGIM0TEKOM, BEI30B MacTepoB
AprymMeHTrhbI:

— hWnd upeHTuduKaTOop (ONIIHMOHAIBHBIN) POOUTENHCKOTO OKHA;
— cmd Ko KOMaH[Ibl, KOTOPYIO HEOOXOOMUMO BBHITIOJTHUTD;
— idat 610K TaMSITHU C BXOOHBIMHY JAHHBIMHU (3aBUCUT OT BHIIIOJIHIEMOM KOMAH/OLI);

— odat 6J'IOK IIaMsATHU C BEIXOOHBIMU OHAaHHBIMNU (3aBI/ICI/IT oT BBIHOJ'IHf{eMOfI KOMAaH-
OBL);
— ﬂag (bJIal"I/I BHEITIOJIHEHU A (SBBI/ICHT oT BI:IHOJ'IHSIeMOIjI KOMaHJII:I).

void UpdateCRLs() - (coomsemcmayem ¢pyHkuuu VCERT UpdateCRLS)
MeTon cTanmapTHOro obHoBieHus Bcex CAC, HavinmenHbix B JICIT, u3 Touek CDP

[anHass QyHKOUS BHIIOJHSET BHI30B (pyHKIuU ynpasiieHus KOHTeKCTOM VCERT -
ControlEx() c kogoMm komasnel VCERT_CMD_UPDATECRLS.

Ilepeuuncnenue XmlRequestFlags
®mnaru popmupoBanus XML-3ampoca:

— DoNotGenerate

coomsemcmayem ¢paazy FLAG XML REQUEST DO NOT GENERATE.
— GOST R 34 10 12 256

coomeemcmeyem ¢paazy FLAG XML REQUEST GOST R 34 10 12 256.
— GOST R 34 10 12 512

coomeemcmeyem ¢paazy FLAG XML REQUEST GOST R 34 10 12 512.

— CarrierGeneration
coomeemcmeyem ¢paazy FLAG XML REQUEST CARRIER GENERATION.

void CreateXmlRequest(XmlRequestFlags flag, Certificate certTmpl, out bytel[]
xmlRequest) - (coomsemcmayem ¢yHkuuu VCERT CreateXmlRequest)
MeToq co3maHus MapHLIX Kaodyed u XML 3anpoca 1o 1mabioHy cepTudukrarta
AprymMeHrshbI:

— flag dnar dopmupoBanus XML-3amnpoca:

— certTmpl knacc cepTudukara - i1abI0H, Ha OCHOBaHUU KOTOPOT0 GOPMHUPYETCH
XML-3ampoc.
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— xmlRequest 6510k mamMsaTH ¢ copMUPOBaHHLEIM XML-3anpocomM.

1.7.5 CnpaBOYHHKH U NPO(PHUIN NOIb30BaTEIsA

Kinracc memblockCollection
Komnnexkius 6710KOB IaMATUA

— metop int Add(byte[] block) - no6aBuTh 6JI0K TaMSATU B KOJJIEKIIHIO, BO3BpAIlaeT
WHIIEKC B KOJIIEKIIUY;

— cBoucTBO uint Cnt - KonmuyecTBO OJIOKOB IIAMSATH.

void CreateCertificateStore(memblockCollection certs, memblockCollection
crls, string psestore, string localstore, uint flag) - (coomsemcmaeyem ¢yHKUuU
VCERT CreateCertificateStore)
MeTon dopmupoBanusa [TCIT u JICIT u3 oronenbHLIX cepTudukatoB 1 CAC
AprymMeHThbI:

— certs xkomnekius OJIOKOB IaMsTH, cofepzxkamux ceptuduratel B DER-
KogupoBke unu PEM-popmarte. [lepBhili 371IeMEHT JaHHOTO MaCCHBa HOOJIZKEH COfOep-
KaTb pabounii cepTUUKAT II0JIb30BATE C AeiCcTByOINUM KittouoMm II1. B popmupy-
emble [ICII u JICII OymyT BK/IIOYEHHI TOJILKO T€ CePTHU(UKATHI, KOTOPEle HA MOMEHT
dopMUpOBaHUs OEeMCTBUTEIbHEI II0 BPEMEHU;

— crls xonnekius 6710k0B mamMsATH, cogepxkaiiux CAC B DER-kogupoBke unu PEM-
dopmarte. B popmupyemeie IICIT u JICII 6ynyT BKItodeHHB TONbKO Te CAC, KOTOpHBIE
Ha MOMEHT (OPMUPOBAHUS OEVCTBUTEIbHEI 10 BDEMEHUY;

— psestore niyth (URI) K co3pmaBaemomy I1ICII;
— localstore nyts (URI) K co3maBaemomy JICII;
— flag macka ¢aroB (3ape3epBUPOBAHO, IOJIKHO OBITH paBHO 0).

ITepeuuncnenue ProfileFlags
®naru MeTonoB PabOTH C IPODUIIMU:

— CreateRegistryProfileOver
coomeemcmeyem ¢aazy FLAG CREATE REGISTRY PROFILE OVER.

bool CreateRegistryProfile(string profile, string storepath, ProfileFlags flags) -
(coomeemcmsyem ¢pyHkuyuu VCERT CreateRegistryProfile)
MeTton co3manus uiau 00HOBIeHUS npodusd no nytu K daiinam I1CIT u JICIT
AprymMeHrhbI:

— profile nMs co3maBaeMoro UJIA 00HOBJIIEMOTO0 MPOMHUIISI IT0JIE30BaTE s, HAIIPU-
Mmep Ilo yMo/149aHUIO;

— storepath nyts K daiinam [1CII local.pse u JICIT local.gdbm. [Januyio pyHK-
LIMI0 MOXKHO UCIIOJIb30BaTh TOJIBKO B TeX ciydaax, Korga [ICII He pacnoyioXeH B CU-
cremHoMm xpanunuiie OC Microsoft Windows, a JICIT pacmnonoxkeH B 6a3e JaHHBIX
GDBM;

— flag dnar pobGaBneHus unyu 0OHOBIIEHUS TPOPUIIA.

Bo3BpaiiaeMbie 3HAaYEHUS:
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— true B ciy4dae ycrmexa.

bool CreateRegistryProfileEx(string profile, string psestore, string localstore,
string ldapstore, ProfileFlags flags) - (coomsemcmeyem ¢ynkuyuu VCERT -
CreateRegistryProfileEX)
Metop co3panus uiau o0HoBneHud npodung no oyram (URI) k TICTI, JICTI, CCC
AprymMeHrhbI:

— profile nMsi co3maBaeMoro uiix 00HOBJIIEMOTO0 ITPODUIIS IT0JIh30BATES, HAIIPU-
Mmep Ilo yMo149aHUIO;

— psestore niyth (URI) k TICIT mpodusns moab30BaTeNns;
— localstore nyts (URI) k JICIT npodumns monb30BaTens;
— Ildapstore iyt (URI) (onmuoHaneHEIN) K CCC npoduis moab30BaTens;
— flag dnar gobaBeHus UM OOHOBIEHUS IPODUIIA.
Bo3BpamniaeMbie 3HAaYEHUS:

— true B ciy4dae ycrexa.

string QueryRegistryProfile(uint index) - (coomeemcmasyem ¢yHkuuu VCERT -
QueryRegistryProfile)
MeTon nmonydyeHus: “HGoOpMaIuu 0 npodusie mo HHIAEKCY
AprymeHTrhbI:

— index nHOEKC TpoQUIA.
Bo3BpaiiaeMbie 3HAYEHUS:

— UMS Ipodus.

void QueryRegistryProfileEx(out string profile, out string psestore, out string
localstore, out string ldapstore, uint index) - (coomsemcmeayem ¢yHkuuu VCERT -
QueryRegistryProfileEx)
PacmivpeHHBIM METO MOJNyYeHUsa MHPOPMaIuu 0 Ipodusie mo UHAEKCY
AprymMeHThbI:

— profile nms ipopuns;

— psestore nyts (URI) k IICII;
— localstore nyts (URI) k JICIT;
— ldapstore nyts (URI) Kk CCC;
— index uHOEKC TpoQuUIA.

1.7.6 Busyanu3anus 00beKToB CYC

void ShowCertificate(byte[] cert) - (coomeemcmeyem ¢yHkuuu VCERT -
ShowCertificate)
MeTopn BU3yanu3alliy cepTuduKaTa
AprymeHrhbI:

— cert 6510k mamsATHu c ceptudukarom B DER-kKonuposke unu PEM-dopmare.
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void ShowCertificateEx(IntPtr hWnd, byte[] cert) - (coomeemcmeyem ¢yHKyuu
VCERT ShowCertificateEXx)
PaCHIHDeHHbeI MeTOO BU3yaJIn3allun CeDTI/Id)I/IKaTa
AprymMeHThbI:

— hWnd vpeatuduKaTop POOUTENIHCKOTO OKHA;
— cert 6710k mamsATHu ¢ ceptudukarom B DER-kKonupoBke unu PEM-dopmare.

void ShowCrl(byte[] crl) - (coomeemcmayem ¢pyHkuuu VCERT ShowCrl)
Metopn Bulyanusanuu CAC
AprymMeHThI:

— crl 6ok namstu ¢ CAC B DER-konupoBke unu PEM-dopmare.

void ShowCrlEx(IntPtr hWnd, byte[] crl) - (coomeemcmeyem ¢yHkuuu VCERT -
ShowCTrlEX)
Pacmimpenssii MeTon Budyanusanum CAC
AprymMeHThbI:

— hWnd vpeatudukaTop POOUTEIHCKOTO OKHA;
— crl 6nok namsatu ¢ CAC B DER-kogupoBke unu PEM-dopmare.

void ShowRequestEx(IntPtr hWnd, byte[] req) - (coomeemcmasyem ¢pyHKUuu
VCERT ShowRequestEXx)
Pacmiupenssid Meton Budyanusanuu PKCS#10 3anpoca
AprymMeHrhbI:

— hWnd upeHTU()UKATODP POOUTENBCKOTO OKHA;
— req 6ok nmamsatu ¢ PKCS#10 3anpocom B DER-kKogupoBke unu PEM-dopmare.

void ShowRevocationEx(IntPtr hWnd, byte[] rev) - (coomeemcmeyem ¢yHKyuu
VCERT ShowRevocationEXx)
PacimmpeHHBIN MeTOO BU3yalIU3alliy 3allpoca Ha aHHYIUpPOBaHUe cepTuduKaTa
AprymMeHThI:

— hWnd npneHTUGUKATOP POOUTENBCKOTO OKHA;

— rev OJIOK TIaMsITH C 3allpoCOM Ha aHHyJIupoBaHue cepTtudukata B DER-
KOOVPOBKE.

1.7.7 3xcmopt u UMIopTt 00beKTOB CYC

Ilepeuncnenue ExportParameters.ExportObjectType
Tum skcrnmopTupyeMoro oobeKTa:

— NewRequest - gvinosiHums popmuposaHue 3anpoca PKCS#10 0aa npogede-
HUS1 N/AHOB0U CMeHbl pabouez2o cepmugukama nosab3o8amesi;

— RevocationRequest - 8binosHUMb popMupoB8aHue 3anpoca HA AHHYAUPOBAHUE
pabouezo cepmugukama npu KoMnpoMmemauuu 3aKkpblino20 KaAud No1b308ameJis.
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Knacc ExportParameters - (coomgemcmayem cmpykmype export_param_t)
[TapameTpsl popmupoBanusa 3anpoca PKCS#10 unu 3anpoca Ha aHHYJIMPOBaHUE:

— Konctpyktop ExportParameters(ExportParameters.ExportObjectType type);

— cBoucTBO bool ShowUI - asmomamuuecku 8u3yaaiu3uposams C(hopMuUpPOBAH-
HblU 3anpoc PKCS#10 uau 3anpoc Ha4 dHHYAUpPOB8AHUE;

— cBoucTtBO bool UseDER - sxcnopmupogamb 3anpoc PKCS#10 uau 3anpoc Ha
avHyauposaHue 8 DER-koduposgke, 6e3 obepmuisaHus 311 8 popmame CMS;

— cBouCTBO bool GenKey2012 256 - 8bino1HUMb 2eHepayuo 3aKpPblmo20 KAud
oaa cepmuguxkama 8 keaaupuuyuposaHHom ¢opmame no I'OCT P 34.10-2012 (256
oum);

— cBoucTBO bool GenKey2012 512 - 8bino1HUMb 2eHepayuo 3aKpblmo20 KAud
oaa cepmuguxkama 8 keaaugpuuuposaHHom opmame no 'OCT P 34.10-2012 (512
oum);

— cBoucTtBOo bool CarrierGeneration - npu 2eHepauuu Heu38s1€Kaemoz20 3a-
Kpblmo20 KaA4Yd HA (PYHKUUOHA/AbHOM Kawdesom Hocumesae (PKH) vdToken
¢opmuposams samom kawuy eHympu ®KH ¢ ucnoav3osaHuem sHympeHHezo IICH
nocsedHez0.

byte[] ExportMemory(ExportParameters Param) - (coomgsemcmayem ¢yHKyuu
VCERT ExportMem)
MeTton ¢dopmupoBaHusa 6y10kKa mamMsaTu ¢ 3anpocoM PKCS#10/Ha aHHYJINPOBaHUE
AprymMeHThbI:

— Param niapameTphl popMupoBaHus 3anpoca PKCS#10/Ha aHHy/THpOBaHUE.
Bo3BpamiaeMbie 3HAYEHUS:

— OJIOK JaHHBIX C COOPMUPOBAHHBLIM 3alTPOCOM.

void ExportFile(ExportParameters Param, string outfile) - (coomeemcmeyem
¢yHkuuu VCERT ExportFile)
MeTton ¢dopmupoBaHus daiina ¢ 3anpocom PKCS#10/Ha aHHYJIMPOBaHUE
AprymMeHTrhbI:

— Param napameTphl GopMupoBaHus 3anpoca PKCS#10/Ha aHHy/THPOBaHUE;
— outfile nyTs K daitny ansa 3anucu cGOpMUPOBAHHOTO 3ampoca.

Ilepeuncnenune ExportToStoreFlags
®naru skcnopra ceptuduratoB u CAC B cucteMmHoe xpaHunuiie OC:

— LocalMachineStore
coomeemcmayem ¢paaz2y FLAG EXPORT SYSTEM STORE MACHINE.

— IgnoreErrors
coomgemcmayem ¢paazy FLAG EXPORT SYSTEM STORE IGNORE.

void ExportToSystemStore(ExportToStoreFlags flag) - (coomeemcmayem ¢pyHk-
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uuu VCERT ExportToSystemStore)
MerTtop sxcnopta ceptudukatoB 1 CAC u3 IICIT u JICII B cucteMHoe xpauunuiiae OC
AprymMeHTrhbI:

— flag dnaru s3kcnopra ceptudurkatoB u CAC.

Ilepeuncinenue ImportParameters.ImportObjectType
Tumn UMIoOpPTUPYEMOro 00bEeKTa:

— Certificate - umnopmuposams cepmugpukam 8 DER-koduposke uiau PEM-
¢dopmame;

— Crl - umnopmuposames CAC 8 DER-kKoduposgke uau PEM-¢popmame;

— MyCertificate - umnopmuposams cepmugpukam 8 DER-kKodupogke uau PEM-
¢opmame u ycmaHo8umMb €20 8 Kayecmae pabouez2o cepmugpukama nosab3o08amesi;

— Update - umnopmuposams cepmugpukam uasu CAC 6e3 nocmpoeHus u nposep-
KU uenoyku cepmugpukauyuu.

Kmnacc ImportParameters - (coomgemcmayem cmpykmype import param t)
[TapameTpthl nob6aBnenus o6bekToB CYC B ITCII, JICIT unu CCC:

— Konctpyktop ImportParameters(ImportParameters.ImportObjectType type);

— cBoucTBO bool ShowUI - asmomamuyecku 8u3yaau3uposams uMnopmupyembole
8 IICII, JICII uau CCC obwvexkmuvl CYC;

— cBoucTBO bool DoNotVerifyChain - umnopmupogams cepmugpukam uau CAC
6e3 nocmpoeHuA U NpoeepKuU uenoyku cepmupukayuu;

— cBoucTBO bool ForceRemoteStore - npuHydume/sbHO umMnopmuposams cep-
mugpukam uau CAC 8 CCC.

void ImportMemory(ImportParameters Param, byte[] Data) - (coomeemcmeyem
¢yHkyuu VCERT ImportMem)
MeTon pob6aBnenus 00beKToB CYC B IICII, JICIT nnu CCC 13 6510Ka JaHHBIX
AprymeHThbI:

— Param mnapameTphl go0aBieHuss 00reKToB CYC;

— Data 610K gaHHBIX ¢ foOaBnsieMbiMu o0bekKTamMu B DER-KogupoBke unu PEM-
dopmare.

void ImportFile(ImportParameters Param, string Data) - (coomeemcmeyem
¢yHkyuu VCERT ImportFile)
Mertopn mo6aBneHus 00sekToB CYC B IICII, JICIT nnau CCC u3 datina

AprymMeHrhbI:

— Param napameTpsl fo6aBineHus 06bekToB CYC;

— Data nyTth K danny c mobapnsiembiMu o0bekTamMu B DER-konupoBke unu PEM-
dopmare.
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1.7.8 Pa30o0p u nonydeHue nanpopmanuu 06 oo0beKrax CYC

Metopgbl pa3bopa u momydeHus MHGOpPMaLMM NpefHa3HaudeHBl OJig npeobpas3o-
BaHUS (pa3bopa) 3akomumpoBaHHBIX 00beKTOB CYC u3 DER-kKogupoBKu umu PEM-
(opMmaTa B COOTBETCTBYIOIIME JaHHBIM 00BbEKTAM CTPYKTYPHI.

MeTogbl TakKxKe MOXKHO HMCIIOJIb30BaTh IJIsi pa30opa OOHmOoJIHeHuM (pacCIIupeHMit)
ceptudukatoB u3 DER-komupoBku. [nsi pasbopa OOIOTHEHUS (pacIIupeHusi) ero
Heo0X0UMO HalTU B MaCCUBe AOIOJIHEHUM (pacIiIupeHuii) cepTudukara no o6ObeKT-
HoMy ugeHTtudukatopy (OID), u nepenatsh 610K maMsATH C 3aKOAMPOBAaHHBIMU JaHHHI-
MU OOIIOJTHEHUS B COOTBETCTBYIOIIUM MeTOx pa3bopa:

— aJbTepHaTUBHOe uMs Brafenbiia (OID 2.5.29.17) - meton ParseAltnameEx();
— anbTepHaTuBHOe uMs usgarens (OID 2.5.29.18) - meton ParseAltnameEx();

— 0a3oBbIe orpaHndeHus ceptudukara (OID 2.5.29.19) - meTof
ParseBasicConstraintsEx();

— upgeHtTuduratop kimoda usgarens (OID 2.5.29.35) - meton
ParseKeyldentifierEx().

Knacc OtherName (coomeemcmsyem cmpykmype othername _t)
Ilpyroe uMs anbTePHATUBHOIO UMEHU:

— cBoucTBoO string Oid
Cmpoka ¢ obvekmHbiM uoeHmugukamopom (OID), udeHmuguuupyrouw,um opyaoe
uMA.

— CBOHMCTBO string Name
Cmpoka ¢ mekcmosbiMu OAHHbIMU OpPY2020 UMEHU.

Kmnacc AltNameEx (coomsemcmayem cmpykmype altname ex t
[pyrue umMeHa aJlbTEPHATUBHOTO UMEHU:

— cBouctBo OtherNameCollection OtherNames
ITone ¢ maccusom Opyaux UMeH a1bmepHaAmueHo20 UMEHU.

Knacc BasicConstraintsEx (coomeemcmeayem cmpykmype basic constraints -
ex t
ba3oBrie orpaHnYeHUs cepTUUKATA:

— cBoucTBO uint CA
ITpusHak cepmu¢pukama Llenmpa cepmuepukauyuu (LIC). Ecau 3HayeHue = 0, mo
cepmugpukam sieasemcs cepmupukamom LIC.

— cBouctBo int PathLen
MaxcumanvHasa O0auHa uenoyku cepmuguxkayuu. 3HadyeHue < 0 o3Hauaem omcym-
cmeue 02paHu4eHus Ha 0AUHY UenovkKu.

Certificate ParseCertificate(byte[] Encoded) - (coomeemcmeyem ¢yHKuuu
VCERT ParseCert)
MeTton pa3bopa u HoaydeHuss HHGOPMAIIUU 0 cepTuduKarte
AprymMeHThbI:
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— Encoded 6510k ntamsaTu ¢ ceptudurarom B DER-kogupoBke unu PEM-dopmare.
Bo3BpaniaeMble 3HAUYEHHUS:
— KJacc ceptudukara.

CRL ParseCrl(byte[] Encoded) - (coomeemcmayem ¢yHkuuu VCERT ParseCrl)
MeTon pa3bopa u nonyudyeHus nHdpopmamuu o CAC
AprymeHrhbI:

— Encoded 6ok nnamsitu ¢ CAC B DER-kKogupoBke unu PEM-dopmMmare.
Bo3BpamjaeMbie 3HAaYEHUS:
— Knacc CAC.

AltNameEx ParseAltnameEx(byte[] Encoded) - (coomesemcmeyem ¢yHKuuu
VCERT ParseAltnameEXx)
MeTton pa3bopa u noaydeHus nHopMaluu 00 aJlbTepHATUBHOM UMEHH
AprymMeHTrhbI:

— Encoded 070K MaMSTH C OAaHHBIMM OOMNOJIHEHUS ajlbTEPHATUBHOTO MMEHHU B
DER-koOupOBKeE.

Bo3BpaujaeMsbie 3HAaYEHUS:

— KJIaCC aJIbTEPHATHUBHOI'O MMEHH.

BasicConstraintsEx ParseBasicConstraintsEx(byte[] Encoded) - (coomeem-
cmeyem ¢yHkuuu VCERT ParseBasicConstraintsEx)
MeToq pa3bopa 1 nonydeHusd uHGopMaluu o 6a30BEIX OTPaHUYEeHUAX cepTUdUKaTa
AprymMeHTbI:

— Encoded 06710K MMaMsiTU C JaHHLIMU JIOIIOJTHEHUST 0a30BLIX OTPAHUYEHUN CEPTH-
¢dukarta B DER-KOOupoBKe.

Bo3BpamiaeMbie 3HAYECHUS:

— KJi1acc 6a30BBIX OTPAaHUYEHUM.

byte[] ParseKeyldentifierEx(byte[] Ikid) - (coomeemcmayem ¢yHkuuu VCERT -
ParseKeyldentifierEx)
Meton pa3bopa u nmonydyeHus uHGopmaluu 06 ngeHTUGUKATOPE KI0Ya U3aaTess
AprymeHTrhbI:

— IKid 6710K TaMsTH C DAaHHBIMU OOMOIHEHUS UOeHTU(PUKATOPaA KITIoUa U3[aTess
B DER-KOOupOBKeE.

Bo3BpamiaeMbie 3HAaYEHUS:

— OJIOK MaMsTH C pa300paHHBLIM UAEHTU(PUKATOPOM KJTloYa U3aaTens.

1.7.9 IlocTpoeHHe U MpPOBepKa Iemodyek 00beKToB CYC

[Tlepeuncnenue VerifyPolicyParameters.VerifyPolicyFlags
®daru IMOCTPOEHUS U IIPOBEPKU Iennodku cepTtudukara unu CAC:
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— NoTimeCheck
coomsemcmayem ¢paaz2y FLAG POLICY DONOTCHECKTIMES.

— DoCrlVerification
coomsemcmaeyem ¢paaz2y FLAG POLICY DOCRLVERIFICATION.

— DoNotCheckKeyTime
coomsemcmaeyem ¢paaz2y FLAG POLICY DONOTCHECKKEYTIME.

Kmnacc VerifyPolicyParameters(coomeemcmayem cmpykmype verify policy -
param t
[TapameTpHl IOCTPOEHUS U IPOBEPKM LIeNT0O4YKHU cepTudukaTta unm CAC:

— cBoucTBo VerifyPolicyFlags Flags
¢nazu nocmpoeHus u npogepku uenouku cepmugpuxkama uau CAC.

— cBoucTBo int CheckTime

MOMeHmM 8peMeHU, Ha KOmOopblli CMPOUMCs U npo8epsaemcs uenovyka cepmuguxkama.
— KeyUsages KeyUsage

paspeuweHHble 061acmu UCN0/1b308AHUSI OMKPbLIMO20 KAKYA.
— Mmetop void AddExtendedKeyUsage(string eku)

IlobasaeHue OID pacwupeHHOU o0b6s1acmu UCNOAb308AHUS OMKPbIMO20 KAKYAd 015
npoesepku.

— Mmetop void AddPolicy(string policy)
IlobasaerHue OID peasaameHma ucno/1v308aHus cepmugukama 015 nposepkKu.

Certificate VerifyCert(CmsVerifyParameters Param, byte[] Cert) - (coomeem-
cmeyem ¢yHKkuuu VCERT VerifyCert)
MeTo[ ITOCTPOEHUS ¥ TPOBEPKU IIENOYKY cepTUudUKaTa
AprymMeHThbI:

— Param napaMeTpHl ITPOBepPKU cepTudukara (cm. m. 1.7.14);

— Cert 6510K maMsiTH C TIpoBepsieMbIM cepTudukatom B DER-konuposke unu PEM-
dopmare.
Bo3BpaiiaeMbie 3HAYEHUS:

— KJacc ceptudukara.

bool VerifyCertificatePolicy(VerifyPolicyParameters Param, byte[] Cert) - (coom-
semcmayem ¢yHkuuu VCERT VerifyCertificatePolicy)
PacmiupeHHBI METOL DOCTPOEHUS W IPOBEPKHU IENOYKH cepTuduKara
AprymMeHrhbI:

— Param IIapaMeTPHI ITIOCTPOEHUA U ITPOBEPKHU IIEIIOYKU CepTI/I(bI/IKaTa;

— Cert 6510K TaMsTH C TpoBepsieMbIM cepTudukaTom B DER-kKonupoBke unu PEM-
dopmare.

Bo3BpauiaeMsbie 3HAaYEHUS:

— true B ciy4dae ycrmexa.
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bool VerifyCrlPolicy(VerifyPolicyParameters Param, byte[] Crl) - (coomeemcmay-
em ¢yHkuyuu VCERT VerifyCrlPolicy)
PaciiupeHHBIM MeTOO DOCTPOEHUS U IPOBEePKHU 1enodyku CAC
AprymMeHThbI:

— Param napaMeTpHl IIOCTPOeHUs 1 npoBepku 1enodyku CAC (Heob6XoguMo ycTa-
HoBUTH (priar DoCrlVerification);

— Crl 6ok namsatu ¢ npoBepsiemeiM CAC B DER-konupoBke unu PEM-dopmare.
Bo3BpaiiaeMbie 3HAYEHUS:

— true B cny4ae ycrexa.

1.7.10 BpIuHC/JIeHHMEe X3II-3HaYeHHH

byte[] BlkHashMem(string Algorithm, byte[] Data) - (coomeemcmayem ¢yHKyuu
VCERT BlkHashMem)
MeTop 6JI0YHOTO BEIYMCIIEHUS XIII-3HAYEHUs OJI0Ka IaMATHU
AprymMeHThbI:

— Algorithm ctpoka 00beKTHOTO ugeHTudukaropa (OID) anroputMa X31UIMPOBa-
HUS (B CciIydae, eCliM 3afJaHHOEe 3Ha4YeHHe He PaBHO HU OJHOMY M3 II€PEeYNCIEHHBIX
HUXe, X3mmpoBanue 6yneT BeImoaHAThHCS 1o [TOCT P 34.11-94):

e ”1.2.643.2.2.9” - xamupoBanue 1mo 'OCT P 34.11-94;
e 71.2.643.7.1.1.2.2” - xommpoBanue mo 'OCT P 34.11-2012 (256 6ur);
e 71.2.643.7.1.1.2.3” - xommupoBanue o 'OCT P 34.11-2012 (512 6ur);

— Data 670K TaMsITH C UCXOOHBIMU TAaHHBIMU (OJIOK TaMSITH MOXKET OLITH HYJIEeBOM
IOJIMHEL).

Bo3BpaniaeMsbie 3HAaYEHUSI:

— BBIYHCJIIEHHOE€ X3III-3HAa4YEeHHue.

byte[] BlkHashFile(string Algorithm, string Data) - (coomeemcmasyem ¢yHkuuu
VCERT BlkHashFile)
MeTop 6JI0YHOTO BEIYMCIIEHUS XIIII-3HaYeHUs daiina
AprymMeHThbI:

— Algorithm ctpoka 00beKTHOTO ugentTudukaropa (OID) anropurMa X31IMPOBa-
HUS (B cIydae, eCJliM 3afJaHHOEe 3HAa4YeHHe He PaBHO HU OJHOMY U3 IIepPeYHCIeHHBIX
HUXe, X3mupoBanue 0yneT BeIIOIMHATHCSA 1o [TOCT P 34.11-94):

e 71.2.643.2.2.9” - xammponanue no 'OCT P 34.11-94;
e 71.2.643.7.1.1.2.2” - xommupoBanue nmo 'OCT P 34.11-2012 (256 6ur);
e 71.2.643.7.1.1.2.3” - xommpoBanue nmo 'OCT P 34.11-2012 (512 6ur);

— Data nms daiina ¢ UCXOOHBIMU OaHHBIMHU ((aiisl He MOXKeT OBITh HYyJI€BOU [JIU-
HEI).

Bo3BpamiaeMbie 3HAaYEHUS:

— BBIYHCIIEHHOE€ X3III-3HA4YEHHUE.
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Kmnacc StreamHashCtx
KOHTEKCT BBITIOJTHEHUS IIOTOKOBOM OIIepPalliu:

— Konctpyktop StreamHashCtx(string hashalg);
— CoticTBO string algorithm ctpoka o6bekTHOTO HaeHTU(DHUKaTopa (OID) anro-
pUTMa X3MINPOBaHUS:
e 71.2.643.2.2.9” - xsmmposBanue 1o 'OCT P 34.11-94;
e ”1.2.643.7.1.1.2.2” - xamupoBaHue no 'OCT P 34.11-2012 (256 6ur);
e 71.2.643.7.1.1.2.3” - xamupoBaHue 1o 'OCT P 34.11-2012 (512 6ur).

byte[] StreamHashMem(StreamHashCtx hashContext, byte[] Data, bool
IsLast) - (coomsemcmseyem ¢yHkuuam VCERT StrHashInitMem, VCERT -
StrHashUpdateMem, VCERT StrHashFinalMem)
MeTo HIOTOKOBOTO BEIYMCIIEHUS X3MI-3HAYEHMS OJIOKOB HaMSTH
AprymMeHThbI:

— hashContext KOHTEKCT BLIIIOJHEHUSI IIOTOKOBOM OIlepalluu;

— Data 670K TaMsATH C UCXOOHBIMU TaHHBIMU (OJIOK TaMSTH MOXKET OBITh HYJIeBOU
IJIMHEI);

— IsLast nipr3HaK 3aBepIIeHNsI MTOTOKOBOTO BEIYMCIIEHUS X3II-3HAYEHU .
Bo3BpaiiaeMbie 3HAYEHUSA:

— BBIYHCJIEHHOE€ X3JIII-BHA4YE€HHNE, BO3BPAIlld€TCA IIPH 3aBEPIIEHHNH IIOTOKOBOTO
BBEIYHCJIEHHUA XJIII-SHAYEHHNA.

byte[] StreamHashFile(string Algorithm, string Data) - (coomeemcmayem ¢yHK-
uuu VCERT StrHashFile)
MeToO MOTOKOBOI'O BEIYUCIEHUS X3II-3HAYEHUS daiisia
AprymeHThbI:

— Algorithm ctpoka 00beKTHOTO ugeHTudukaropa (OID) anroputMa X31IMPOBa-
HUS:

e ”1.2.643.2.2.9” - xsmuposanue 110 'OCT P 34.11-94;
e 71.2.643.7.1.1.2.2” - xomupoBanue 1mo 'OCT P 34.11-2012 (256 6ur);
e 71.2.643.7.1.1.2.3” - xommpoBanue 1o 'OCT P 34.11-2012 (512 6ur);

— Data nms daiina ¢ UCXOOHBIMU OaHHBIMU ((aiisl He MOXKeT OBITh HYJI€BOU [JIU-
HEI).

Bo3BpaiiaeMbie 3HAYEHUS:

— BBIYHCIJIEHHOE€ X3III-3HaA4YEeHUeEe.

1.7.11 BeIuucjaeHue U mpoBepKa Il xaui-3HaYeHUuH

byte[] SignHash(byte[] Hash) - (coomesemcmeyem ¢yHkuuu VCERT -
SignHashMem)
MeTop BuuncieHus 1 Xa1I-3HaYeHU ST
AprymeHTrhbI:
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— hash 6710K TaMSATH C X2II-3HAUYEHUEM;
Bo3BpaniaeMble 3HAUYEHHUS:

— BBIYMCIIeHHOe JII X3mI-3HavyeHus.

bool VerifyHash(byte[] Signer, byte[] Hash, byte[] Sign) - (coomesemcmayem
¢ynkyuu VCERT VerifyHashMem)
OyHKIMA TpoBepku Ill X3UI-3HaAYEeHU A
AprymeHThbI:

— Signer 6J10K MaMsTH C CePpTUGUKATOM, Ha KOTOPOM HeoO0X0auMo npoBepsATs IOl
(8 DER-kogupoBke unu PEM-dopmare);

— Hash 670K TIaMsTH C X3II-3HaAUYEHUEM;
— Sign 6710k mamMsATHu C ITpoBepsieMon JI1 xX3II-3HaYEHUS.
Bo3BpamiaeMbie 3HAaYEHUS:

— true B ciydae ycmexa.

1.7.12 Ilouck u nepeducjieHnue oo0seKToB CYC

[Tepeuncnenmne FindParameters.FindFlags
®maru nmoucka cepTuduKaToOB:
— FindMy
coomeemcmeyem ¢paaz2y FLAG FIND CERTWITHPRIVATE.

— FindRemote
coomeemcmeyem ¢paazy FLAG FIND USEREMOTESEARCH.

— FindSelectUi
coomeemcmeyem ¢paazy FLAG FIND SHOWUISELECTOR.

— NoTimeCheck
coomeemcmeyem ¢aazy FLAG FIND DONOTCHECKTIMES.

— NoVerify
coomeemcmeyem ¢paazy FLAG FIND DONOTVERIFYCHAIN.

— Ldap2Local
coomeemcmeyem ¢paazy FLAG FIND ADDREMOTETOLOCAL.

— NoKeyTimeCheck
coomeemcmeyem ¢paazy FLAG FIND DONOTCHECKKEYTIME.

— PartialSubject
coomeemcmeyem ¢paaz2y FLAG FIND SUBJECTISPARTIAL.

— IgnoreCached
coomeemcmeyem ¢paazy FLAG FIND IGNORESTORECACHE.

— IgnoreLocal
coomeemcmeyem ¢paazy FLAG FIND IGNORESTORELOCAL.

— SubjectAttribute
coomeemcmeyem ¢paazy FLAG FIND SUBJECTATTRIBUTE.
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Knacc FindParameters - (coomgeemcmsyem cmpykmype find param t)
[TapaMeTpHl TOMCKa cepTU(GUKATOB 10 3aJaHHOMY ITTabI0HY:

— coiictio FindFlags Flag
®az2u noucka cepmugpukamos.

— cBoucTBo Certificate Template
IITabaoH cepmugukama 015 8bINOAHEHUSA NOUCKA.

CertificateCollection FindCertificates(FindParameters Param) - (coomgemcmasy-
em ¢yHkuyuu VCERT FindCert)
MeTo moucka cCepTH(MUKATOB II0 3aJaHHOMY IIa0JI0HY
AprymMeHTrhbI:

— Param mapaMeTpHl ITOMCKa CepTU(GUKATOB 110 3aJaHHOMY I1abJIOHY.
Bo3BpaniaeMbie 3HAUYEHHUS:

— HaleHHbIe CepTU(UKATHI.

[Tepeuncnenre EnumStoreCtx.EnumStoreFlag
®naru mepedyuciaeHus 00bEKTOB:

— StorePersonal
coomesemcmayem ¢aazy FLAG ENUM STORE OBJECTS STORE PERS.

— StoreLocal
coomgemcmayem ¢paazy FLAG ENUM STORE OBJECTS STORE LOCL.

— StoreLdap
coomgemcmayem ¢paazy FLAG ENUM STORE OBJECTS STORE LDAP.

— StoreURI
coomgemcmayem ¢paazy FLAG ENUM STORE OBJECTS STORE SURI.

— ObjectCert
coomeemcmayem ¢paazy FLAG ENUM STORE OBJECTS OBJECT CER.

— ObjectCrl
coomgemcmayem ¢paazy FLAG ENUM STORE OBJECTS OBJECT CRL.

Knacc EnumStoreCtx
KoHTeKCT onepanuu nepeuyuncieHusi 00beKTOB:

— Konctpyktop EnumStoreCtx(EnumStoreFlag flag).

byte[] EnumStoreObjects(EnumStoreCtx enumStoreCtx, bool bClose) - (coom-
semcmaeyem ¢yHkuuu VCERT EnumStoreObjects)
MeTo mepedncieHuss OObEKTOB CIIPABOYHMKOB
AprymMeHrhbI:

— enumStoreCtx KOHTEKCT IIepeYrClIeHusT 00beKTOB CIIPAaBOYHUKOB;
— bClose npu3Hak IIpeKpalleHus Ipolecca IepednucieHus.
Bo3BpaniaeMbie 3HAUYEHHUS:
— OJIOK maMsTH C odepenHbIM 00beKTOoM B DER-KomupoBke. I IIOJTHOTO IIepe-
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YHCJIeHUsT 0OBbEeKTOB CHOPaBOYHMKA (YHKIIMIO CjiefyeT BBHI3BIBAThH OO TEX MOP, MOKa
BO3BpalllaeMoe 3HaueHue He paBHO null.

byte[] EnumStoreObjectsEx(EnumStoreCtx enumStoreCtx, string uri, string qri,
bool bClose) - (coomsemcmasyem ¢pynkuuu VCERT EnumStoreObjectsEx)
PacimpeHHBIN MeTO IepedncaeHns 0O0beKTOB CIPABOYHUKOB
AprymMeHrhbI:

— enumStoreCtx KOHTEKCT IlepedyuncieHuss 0ObEKTOB CIIPABOYHUKOB;
— uri URI cnpaBoYHUKA [JIs ITIePeYUCIeHUsT 00bEeKTOB;

— qri noruyeckoe BeipaxkeHue Buaa (&(vdSubjName=*UBan*) (vdKeyld=12%)),
IIO3BOJIAIOIIEE OTPAaHUYUTD IpocMaTpuBaeMbie B CCC KOHTEUHEDHI;

— bClose npu3Hak IIpeKkpalleHus mpoliecca IepevynuciIeHus.
Bo3BpamjaeMbie 3HAaYEHUS:

— OJIOK maMsATH C o4depenOHbIM 00beKTOM B DER-KogupoBKe. [I71g IOJTHOTO Iepe-
4YMCJIeHUss O0OBEeKTOB CIpaBOYHUKA (PYHKIIMIO CIeOyeT BBI3BIBATh OO TeX IIOp, IIOKa
BO3BpalllaeMoe 3HaueHue He paBHO null.

1.7.13 Bsuruucienue 311 CMS-coo0uieHun

Knacc CmsSignParameters - (coomgemcmayem cmpykmype sign _param t)
[TapameTptrl Beiuuciaenuss AT CMS-coobiieHn:

— cBoiicTtBO bool AddSigner - dobasasimb cepmugpukam noonucaHma - paKkmuye-
CKu, pabouul cepmugukam - 8 CMS-coobw,eHue;

— cBoucTBO bool SubjectKeyld - ucnosavzogeamos 0148 udeHmupukayuu cepmugu-
Kama nodnucaHma 0aHHbvle donoaHeHusa “"HoeHmugpukamop kawoua 8a1adeavua”. Ec-
AU OaHHbIU (hae He ycmaHoBaeH, Mo 0451 ubeHmuguKkayuu ucnoibdyemcesa napa Ums
uzdamensi/CeputiHbll HOMEP;

— cBoiictBo bool Envelope - He 0obasasmev OII Kk nodnucaHHomy CMS-
coobw,eHurw, a obepHymo 311 cywecmeayrou,ee CMS-coobu,eHue ueaukom. [JaHHbll
¢naz pazpeweHoO uCN01b308aMb MO/ILKO NPU pOpPMUPOBAHUU coBMeuw,eHHOoU OI1;

— cBoiicTtBO bool CAAESBES - do6asumb 8 3I1 aymeHmuguuupyemvie ampuby-
mubl 8 coomeemcmaeuu co cnevupukauueu CAdES-BES. YcmaHoska 0aHHO20 ¢paaza
npusooum k 0obassieHuUr O0ONO/JAHUME/NbHO20 aymeHmuguuupyemoz20 ampubyma
ESS signing-certificate.

MeToOabI 0JIOYHOI'0 BBIYUC/IeHU coBMelnieHHOu JII CMS-coo0uienun

byte[] CmsBIkAttSignMem(CmsSignParameters Param, byte[] Data) - (coom-
gemcmaeyem ¢pyHkuuu VCERT CmsBIkAttSignMem)
MeTop 6JI0YHOTO BEIYMCIIEHUS COBMellleHHOU JI1 6ji0Ka maMsaTu
AprymeHTrhbI:

— Param mnapameTpsl BeruuciaeHus 1 CMS-coobiieHus;
— Data pasHBIE (He HYJIEBOU OJIMHBI) A1 BeruuciaeHusa I11.

Bo3BpamiaeMbie 3HAaYEHUS:
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— nognucaHHoe CMS-coob1iieHue.

void CmsBIkAttSignFile(CmsSignParameters Param, string Data, string Ocms)
- (coomeemcmsyem ¢yHkuuu VCERT CmsBIlkAttSignFile)
MeTtop 6510YHOTO BRIYMCIIeHUS coBMellleHHOU IIT datina
AprymMeHTbI:

— Param mnapameTptsl BeiuuciaeHuss AIT CMS-coo0b1eHn;
— Data daiin (He HyJI€eBOU AJIMHBI) C JAHHBIMU OJis BeIYucieHus JI1;
— Ocms daiin c nognucaHHEIM CMS-coo0I1ieHreM.

MeToOabI IIOTOKOBOI'O BBIYUC/IEHU coBMeIneHHou JII CMS-coo0uienun

Kmacc CmsStrAttSignCtx
KOHTEKCT ITOTOKOBOM ITPUCOEOUHEHHOM ITOAIIUCHU:

— KOHCTPYKTOpP CmsStrAttSignCtx();
— KoHCTPYKTOP CmsStrAttSignCtx(CmsSignParameters signpar);

— cBoucTtBO CmsSignParameters signParam
napamempul 8viyucaeHuss 311 CMS-coobw,eHull.

byte[] CmsStrAttSignMem(CmsStrAttSignCtx signContext, byte[] Data, bool
IsLast) - (coomeemcmsyem ¢yHkuuam VCERT CmsStrAttSignInitMem, VCERT -
CmsStrAttSignUpdateMem u VCERT CmsStrAttSignFinalMem)
MeToO IOTOKOBOI'O BEIYKCHIEeHUsT coBMenleHHON JT1 6510Ka naMaTu
AprymMeHTrhbI:

— signContext KOHTEKCT ITIOTOKOBOM NMPUCOeOUHEHHOM ITOOINCH;

— Data 670K maMsITU C OaHHBIMU [OJjIs1 BeIYUCIeHUSA Ol (DONIXKHO BHIIIOJIHSATHCSA
ycnoBue Data.Length > 0). ITpu no6aBnenuu 11 kK moanucanHoMmy CMS-coob11ieHU0
OOJIZKHO BBITIONTHATHCS ycinoBue Data.Length > 128;

— IsLast ipu3HaK 3aBepIleHUd IIpoliecca IOOIINCH.
Bo3BpaniaeMsbie 3HAaYEHUSI:
— OJIOK IMaMsATH ¢ moAnucaHHeIM CMS-coob1ieHueM.

void CmsStrAttSignFile(CmsSignParameters Param, string Data, string Ocms) -
(coomeemcmasyem ¢pyHkuuu VCERT CmsStrAttSignFile)
MeTon IOTOKOBOT'O BhIYMCIeHUs coBMetnieHHou JI1 datvina
AprymMeHThbI:

— Param mnapameTptsl BeiuuciaeHus 311 CMS-coo0bieHn;
— Data daiin (He HyJIeBOM [OJIMHBI) C MAHHBIMU OJIs1 BEIYUCIeHus JI1;
— Ocms daiin ¢ mognucanHbiM CMS-coo0IieHueM.
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MeToOabI 0JIOYHOI0 BHIYHCI/IEHUsI oTOe1eHHOU JII CMS-coo01meHun

byte[] CmsBlkDetSignMem(CmsSignParameters Param, byte[] Data, bytel[]
Icms) - (coomsemcmayem ¢yHkuuu VCERT CmsBlkDetSignMem)
MeTop 6JI0YHOTO BHIYMCIIEHUSA OoTHeneHHoU JI1 6710Ka maMATH
AprymMeHThbI:

— Param napameTpsl BeiunciaeHus 11 CMS-coo0b1eHn;
— Data 6510k maMATH (He HYJIEBOU OJIMHBI) C JAaHHBIMU OJid BeiuuciaeHus OIl;

— Icms 0710K namsTu (ONIIMOHAJILHBEIN) C moanucaHHBIM CMS-coolOienueM Ois
moOaBnenus JII.
Bo3BpamjaeMbie 3HAaYEHUS:

— OJIOK aMATH C nonnucadueiM CMS-coobiieHueM.

void CmsBlkDetSignFile(CmsSignParameters Param, string Data, string Icms,
string Ocms) - (coomeemcmeyem ¢pyHkuuu VCERT CmsBlkDetSignFile)
MeTop 65104HOTO BeIYMCIeHUsd oTnenenHon I daiina
AprymMeHTrhbI:

— Param napameTptsl BeunciaeHus 11 CMS-coo0b1eHni;
— Data daiin (He HyJ1eBOU AJIMHBI) C JAHHBIMU OJIs BEIYUCIeHus Il1;

— Icms daiin (onIuroHaIbHBIM) C IMoanucanHbeIM CMS-coobiienueM njist godaBJie-
Huga JI1;

— Ocms daiin ¢ nognucaHHeIM CMS-coo0b11ieHreM.

MeToOabl IOTOKOBOI'O BBIUYMC/IEHUSI oTae/ieHHou JII CMS-coo0uieHun

Knacc CmsStrDetSignCtx
KOHTEKCT MOTOKOBOM OTAEJIEHHOHN IOOIINCH:

— KoHCTPYKTOp CmsStrDetSignCix();
— KoHCTpYyKTOp CmsStrDetSignCtx(CmsSignParameters signpar, byte[] inCms);

— cBouicTtBO CmsSignParameters signParam
napamempul 8biuucaeHus 311 CMS-coobw,eHull.

— CBOHCTBO byte[] icms
sxoodsuwee CMS coobweHue (8 cayuae dobasaeHus III).

byte[] CmsStrDetSignMem(CmsStrDetSignCtx signContext, byte[] Data, bool
IsLast) - (coomsemcmaeyem ¢yHkyuam VCERT CmsStrDetSignInitMem, VCERT -
CmsStrDetSignUpdateMem u VCERT CmsStrDetSignFinalMem)
MeTon IOTOKOBOI'O BEIYUCHIEHUS oTaesieHHoU JI1 6Ji0Ka maMsaTu
AprymMeHrhbI:

— signContext KOHTEKCT ITIOTOKOBOU OTHOEIEHHOM ITOAIINCH;

— Data 6710K maMsTH C ITPOAOJIXKEeHUEM aHHBIX OJIs BeuucieHus JOII;

— IsLast ipr3HaK 3aBepIlIeHus Ipolecca IIOONINCH.
Bo3BpaujaeMbie 3HAaYE€HUS:



28
BAME.00117-06 33 01

— OJIOK MaMsTHU C nmoanuca’HuslM CMS-cooO1ieHueM.

void CmsStrDetSignFile(CmsSignParameters Param, string Data, string Icms,
string Ocms) - (coomeemcmayem ¢pyHkuyuu VCERT CmsStrDetSignFile)
MeToq ITOTOKOBOI'O BEIUHNCIIeHUS oToesneHHou JI1 daiina
AprymMeHTbI:

— Param mnapameTptsl BeiuuciaeHuss AIT CMS-coo0b1eHn;
— Data daiin (He HyJI€eBOU AJIMHBI) C JAHHBIMU OJis BeIYucieHus JI1;

— Icms daiin (omInoHaIbHEIN) C IToanrucaHHbEIM CMS-coobiienueM a1 godaBJie-
Hug JII;

— Ocms daiin ¢ nognucaHHEIM CMS-coo0I1ieHreM.

1.7.14 IIpoBepka JII CMS-coo0uieHu#

[Tepeuncnenne CmsVerifyParameters.CmsVerifyFlags
®naru npoBepku II1 CMS-coobiieHn:

— DeleteSignatures

coomeemcmeyem ¢paazy FLAG CMS VERIFY DELETESIGNATURES.
— SignerKeyUsages

coomeemcmeyem ¢paazy FLAG CMS VERIFY SIGNERKEYUSAGES.

— SignerPolicies
coomeemcmeyem ¢paazy FLAG CMS VERIFY SIGNERPOLICIES.

— SignerExtKeyUsages
coomeemcmeyem ¢paazy FLAG CMS VERIFY SIGNEREXTKEYUSAGES.

— MinimumSignatures
coomeemcmeyem ¢paazy FLAG CMS VERIFY MINIMUMSIGNATURES.

— DoNotCheckTimes
coomeemcmeyem ¢paazy FLAG CMS VERIFY DONOTCHECKTIMES.

— DoNotAddSigner
coomeemcmeyem ¢paazy FLAG CMS VERIFY DONOTADDSIGNER.

— IgnoreAttachedSigner
coomeemcmeyem ¢paazy FLAG CMS VERIFY IGNOREATTACHEDSIGNER.

— UseRevocationTime
coomeemcmeyem ¢paazy FLAG CMS VERIFY USEREVOCATIONTIME.

— DoNotAddAttachedSigner
coomeemcmeyem ¢paazy FLAG CMS VERIFY DONOTADDATTACHEDSIGNER.

— RequireAttachedSigner
coomeemcmeyem ¢paazy FLAG CMS VERIFY REQUIREATTACHEDSIGNER.

— UseAttachedChain
coomeemcmeyem ¢paazy FLAG CMS VERIFY USEATTACHEDCHAIN.

— ReqiureAttachedChain
coomeemcmeyem ¢paazy FLAG CMS VERIFY REQUIREATTACHEDCHAIN.
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Kmnacc CmsVerifyParameters - (coomgemcmayem cmpykmype verify param t)
[TapameTpsl mpoBepkKu IIT CMS-coobi1mieHn:

— cBouctBo CmsVerifyFlags Flag
@ nazu nposepku II1 CMS-coobw,eHull.

— cBoucTtBo KeyUsages KeyUsage
PaspeweHHble 061acmu UCN0/1b308AHUS OMKPbIMO20 KA0Ud.

— Mmetop void AddPolicy (string pol)
Iobasumb noaumMuUKY UCNoAb308aHUs cepmugukama 015 NposepkKu.

— Mmetop void AddExtendedKeyUsage (string eku)
Iobasumb pacwupeHHy 061acmb NPpuMeHeHU s KAouda 015 NPo8epKu.

— cBoucTBo int SignToDelete
Koauuecmso 3II, komopvle Heobxooumo ydasaumb, HA4YuHas ¢ koHua CMS-
coobuierHus. IIaa yoaseHus ecex II1 ciedyem nodambs 3HadeHue, pasHoe -1. I[Ipu
nposepke cosmew,eHHblx nomokosbix 11 pa3peweHo nodasams moabkKo 3HayeHus 0
u-1.

— cBoucTBO int MinimumSignNumber
MuHumaavHo donycmumoe Koaudecmao 311 8 CMS-coobw,eHuu.

Knacc VerifyResult - (coomgemcmayem cmpykmype sign_status t)
PesynbTaT nmpoBepku KoHKpeTHOU II1 CMS-coobuieHus:

— cBoucTBo uint RawStatus
Pe3yaibmam nposepku KoHKpemHou II1:

e == 0 - J]] nposepeHa ycnewHo;
e =0 - K00 owubku nposepku III.

— ceoticmeo string Description
OnucaHue pe3y/s1bmama nposepku.

— cBoucTtBo DateTime Time
Bpewmsa sviuucaeHusa 311 8 uacosom nosce UTC, 83simoe u3 aymeHmugpuuupyemozo
ampubyma rsaSigningTime daxHotu 311 (pasHo 0 8 cayuae omcymcmeus YKa3aH-
Ho20 ampubyma 8 3I1).

— cBoucTBo Certificate SignerCertificate
Cepmugukam, Ha KOmopoM 8bINOAHAAACL Nposepka II1, m.e. cepmupukam omnpa-
sumensa 0aHHou OI1.

MeToabl 0JI0OYHOH IPOBEPKH COBMelIeHHEIX D11 CMS-coo0uieHu#

bool CmsBIlkAttVerifyMem(CmsVerifyParameters Param, byte[] Icms, out bytel[]
Data, out VerifyResultCollection VerifyResult) - (coomeemcmeayem ¢pyukuyuu VCERT -
CmsBIkAttVerifyMem)
MeTop 6y10YHOM TPOBEPKU COBMeNIeHHBIX JI1 610Ka naMsaTu
AprymMeHrhbI:

— Param napameTpHl IpoBepKu IIT CMS-coo0imeHNn;
— Icms 670K maMsaTH (He HyJIeBOU OJIMHBI) C mognucaHHbIM CMS-coobIieHueM;
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— Data 6710K TaMsITH C BEIXOOHBIMU JAaHHLIMU. 3aII0JTHSIETCS IIPU YCTAaHOBKe (iia-
ra nmpoBepku DeleteSignatures (B ciydae ycmemiHol IpoBepku Bcex IIT CMS-
cooO11eHus), nHade paBeH null;

— VerifyResult pe3ynbraT npoBepku II1 CMS-coo0biieHus.
Bo3BpamjaeMbie 3HaYEHUSI:

— true B ciy4yae ycCIelrHOM IIpoBepkHu Bcex IIl (HeoOXomomMo aHaIu3UpOBaTh
VerifyResult);

— false B cnydae omnOKu IPOBEPKHU XOTs OBl ofHOM DT (HeoOX0OUMO aHATIU3UPO-
BaTh VerifyResult);

— reHepupyet VcertException B ciydae Opyroi omuOKy (3amnpeieHo aHalIu3u-
poBaTh VerifyResult).

bool CmsBIlkAttVerifyFile(CmsVerifyParameters Param, string Icms, string Data,
out VerifyResultCollection VerifyResult) - (coomsemcmsyem ¢yHkuuu VCERT -
CmsBIkAttVerifyFile)
MeTop 65104YHOM TPOBEPKU coBMeleHHBIX IIT daiina
AprymMeHrhbI:

— Param napameTpsl IpoBepku IIT CMS-coobiieHu;
— Icms datin (He HYJIEeBOM OJINHEI) C TognucanHeiM CMS-coob1ieHueMm;

— Data ¢daitn ¢ BEIXOOHBIMU OaHHBIMU. CO3maeTcs IIPU yCTaHOBKe (yiara MpoBep-
ku DeleteSignatures (B ciydae ycmnemntHou npoBepku Bcex IIT CMS-coobiieHust),
WHaye MoxeT OLITh paBeH null;

— VerifyResult pe3ynbraT npoBepku A1 CMS-coobieHus.
Bo3BpaniaeMble 3HAUYEHUS:

— true B cnydae ycIelrHOM IIpoBepku Bcex III (HeoOXommMoO aHaIu3UpOBaTh
VerifyResult);

— false B cny4dae omnOKu IpoOBePKHU XOTs OBl ofHOM T (HeoOX0OMMO aHaIU3UPO-
BaTh VerifyResult);

— reHepupyet VcertException B ciydae Opyrou oImuOKu (3amnpelieHo aHalu3u-
poBaTh VerifyResult).

MeToabl IOTOKOBOH MPOBEPKH COBMeIllleHHbIX III CMS-coo0menui

Kmacc CmsStrAttVerifyCtx
KOHTEKCT ITOTOKOBOM IIPOBEPKU COBMelleHHBIX D1 CMS-coobiieHn:

— KoHCTpYyKTOp CmsStrAttVerifyCtx();
— kKOHCTPYKTOp CmsStrAttVerifyCtx(CmsVerifyParameters verifyParam);

— cBoucTtBOo CmsVerifyParameters verifyParam
napamempul npogepku 11 CMS-coobuieHull.

bool CmsStrAttVerifyMem(CmsStrAttVerifyCtx verifyContext, byte[] Icms, bool
IsLast, out byte[] Data, out VerifyResultCollection VerifyResult) - (coomeemcmasyem
¢yHkuuam VCERT CmsStrAttVerifyInitMem, VCERT CmsStrAttVerifyUpdateMem u
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VCERT CmsStrAttVerifyFinalMem)
MeTon IOTOKOBOY NPOBEPKYU cOoBMelleHHBIX JI1 6510Ka naMaTu
AprymMeHTrhbI:

— verifyContext KOHTEKCT IOTOKOBOU OIlepaluy;

— Icms 670K maMsATH (He HYJIeBOM MOJIMHBI) C OYEepPeIHON YacCThI0 MOAIMCAHHOTO
CMS-coo0111eHUS;

— IsLast mpu3HaK 3aBepUIEHUS IIPOIecca MOAINCH;

— Data 6510K TTaMsITU C BBIXOJHLIMU JTaHHBIMU. 3aII0JTHSETCS IPU YCTaHOBKe (yiara
nmpoBepku DeleteSignatures, nHaye paseH null;

— VerifyResult pe3ynbraT npoBepku AT CMS-coo0bieHus.
Bo3BpaniaeMble 3HAYEHUS:

— true B crny4dae ycIelrHOM IIpoBepku Bcex IIl (HeoOXommMoO aHaIu3upOBaTh
VerifyResult);

— false ecnu mpoBepKa He 3aBepIlieHa, ITPYU 3aBEPIIEeHUHU - B ClIydae OMIUOKY IIpo-
BepKHU X0Ts Ob1 omuoi DI (HeobxoguMo aHanu3upoBaTh VerifyResult);

— reHepupyet VcertException B ciydae Opyroi omuOKY (3amnpelieHo aHalu3u-
poBaTh VerifyResult).

bool CmsStrAttVerifyFile(CmsVerifyParameters Param, string Icms, string Data,
out VerifyResultCollection VerifyResult) - (coomeemcmeyem ¢yHkuyuu VCERT -
CmsStrAttVerifyFile)
MeTon IOTOKOBOU IPOBEPKU coBMeleHHBIX JDII daitna
AprymMeHThbI:

— VerifyParam napameTpoB mpoBepku IIT CMS-coobieHu;
— Icms datin (He HyIeBOM OJUHBI) C ToanucanHeiM CMS-coob1ieHuneMm;

— Data ¢aitn ¢ BEIXOOHBEIMU OaHHBIMU. CO3maeTcs IIpU yCTaHOBKe (jiara MpoBep-
k1 DeleteSignatures (B cnydae ycnemrHou npoBepku Bcex IIT CMS-coobiieHus),
vHave MoxeT ObITh paBeH null;

— VerifyResult pe3ynbraT nipoBepku A1 CMS-coobieHus.
Bo3BpaiiaeMbie 3HAaYEHUS:

— true B cnydae ycIelrHod IIpoBepku Bcex Il (HeoOxomumMo aHalIu3upoBaTh
VerifyResult);

— false B cnydae omnOKY TpOBEPKHU XOTS ObI omHOM II1 (HeoOX0OMMO aHaIUu3UPO-
BaTh VerifyResult);

— reHepupyet VcertException B ciydae Opyrou omunOKY (3anpelleHo aHalu3u-
poBaTh VerifyResult).

MeToabl 0/I094HOM IPOBEePKH oTaeaeHHBIX I CMS-coo0uieHun

bool CmsBlkDetVerifyMem(CmsVerifyParameters Param, byte[] Data, byte[]
Icms, out byte[] Ocms, out VerifyResultCollection VerifyResult) - (coomeemcmayem
¢ynkyuu VCERT CmsBIlkDetVerifyMem)
MeTop 6JI0YHOY TPOBEPKU OTHEJIEHHBIX D1 6JI0Ka maMAaTH
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AprymMeHThbI:
— Param napamMeTpsl IpoBepku 31T CMS-coo0b1ieHu;
— Data 6510k mamMsATu (He HYJIEBOM OJIMHBI) C MAaHHBIMU [JIs1 TpoBepKu III;
— Icms 670K naMATH (He HyJIeBOU OJIMHBI) C TognucaHHbIM CMS-coobIiieHuem;

— Ocms 050K naMsaTU C BEIXOOHBIM CMS-coo0meHueM. 3anonHsgeTcs IpU yCTa-
HOBKe (ara nmpoBepku DeleteSignatures (B ciydyae ycnemHou IpoBepkKu Bcex II1
CMS-coo0m1ienusi), nHade paBeH null;

— VerifyResult pe3ynbraT nipoBepku A1 CMS-coobiieHus.
Bo3BpaiiaeMbie 3HAYEHUS:

— true B cnydae yclelrHod IIpoBepku Bcex Il (HeoOXomumMoO aHalIu3upoBaTh
VerifyResult);

— false B cnydae omnOKY IpOBEPKHU XOTS ObI omHOM II1 (HeoOXoOuMo aHaIUu3UPo-
BaTh VerifyResult);

— reHepupyetT VcertException B ciydae Opyrou omunOKY (3amnpelleHo aHalu3u-
poBaTh VerifyResult).

bool CmsBlkDetVerifyFile(CmsVerifyParameters Param, string Data, string
Icms, string Ocms, out VerifyResultCollection VerifyResult) - (coomeemcmasyem
¢yHkuuu VCERT CmsBlkDetVerifyFile)
MeTop 65104YHOM TPOBEPKU oTHesieHHBIX Il daiina
AprymeHThbI:

— Param mnapameTphl IpoBepkKu IIT CMS-coo0bimieHn;
— Data daiin (He HyJIeBOU OJIMHBI) C JAHHBIMU OJIsI ITpoBepKu III;
— Icms daiin (He HYJIeBOM OJIMHEI) C TognucanHbiM CMS-coob1ieHnem;

— Ocms ¢aiin ¢ BeixogHEIM CMS-coobmieHueMm. Co3maeTcsi Ipu yCcTaHOBKe ¢iia-
ra npoBepku DeleteSignatures (B ciydae ycmemiHol mpoBepkKu Bcex IIT CMS-
CcoOoOIIIeHNs), “HaUYe MOXKeT ObITh paBeH null;

— VerifyResult pe3ynbraT npoBepku A1 CMS-coobiieHus.
Bo3BpaniaeMbie 3HAaUYEHHUS:

— true B ciny4yae ycIelrHOM IIpoBepkKu Bcex III (HeoOXommMoO aHaIu3UpPOBaTh
VerifyResult);

— false B cny4dae omnOKu IpoBePKU XOTs OB ofHOM DT (HeoOX0OMMO aHAIU3UPO-
BaTh VerifyResult);

— reHepupyetT VcertException B ciydae Opyrou omubKy (3anpenieHo aHalu3u-
poBaTh VerifyResult).

@OYHKIIUH IIOTOKOBOH IMPOBEPKH oTAeIeHHbIX I CMS-coo0meHun

Kmacc CmsStrDetVerifyCtx
KOHTEKCT ITOTOKOBOU NpOBepKU oTHeneHHBIX T CMS-coobuieHuii:

— KoHCTPpYKTOp CmsStrDetVerifyCtx(byte[] Icms);
— KoHCTpyKTOp CmsStrDetVerifyCtx(byte[] Icms, CmsVerifyParameters
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verifyParam);

— cBoucTtBO CmsVerifyParameters verifyParam
napamempul nposepku II1 CMS-coobw,eHull.

— CBOHCTBO byte[] icms
sxoodsauiee CMS coobueHue 8 sude 6,10Kka OAHHbIX.

bool CmsStrDetVerifyMem(CmsStrDetVerifyCtx verifyContext, byte[] Data, bool
IsLast, out byte[] Ocms, out VerifyResultCollection VerifyResult) - (coomeemcmasyem
¢yHkuuam VCERT CmsStrDetVerifyInitMem, VCERT CmsStrDetVerifyUpdateMem
u VCERT CmsStrDetVerifyFinalMem)
MeToO IOTOKOBOY IPOBEPKHU OTHeneHHBIX D1 6710Ka maMATH
AprymMeHThbI:

— verifyContext KOHTEKCT IIOTOKOBOU ONepaIuyu;
— Data 6710K nTaMsiTH C mognucaHHbeIM CMS-coo0b1ieHueM;
— IsLast nipr3HaK 3aBepIIeHUs Ipollecca IPOBEPKY;

— Ocms 06JI0K TTaMsAaTU C BBIXOOHBIM CMS-cooOmieHrueM. 3amnoiHIETCs IIPU yCTa-
HOBKe (ara nmpoBepku DeleteSignatures (B ciydae ycnemHou IpoBepKu Bcex IT1
CMS-coo0m1enus), nHade paBeH null;

— VerifyResult pe3ynbraT npoBepku A1 CMS-coobiieHus.
Bo3BpamiaeMbie 3HAYEHUS:

— true B cnydae ycheumrHod IIpoBepku Bcex Il (HeoOxomumMoO aHalIu3upoBaTh
VerifyResult);

— false ecni mpoBepKa He 3aBepIlieHa, IPU 3aBEPIIEHUHN - B CIIy4ae OIMIUOKHU ITPO-
BepKHu X0Ts Obl omHoM IOl (HeobxoguMo aHanu3upoBaTh VerifyResult);

— reHepupyet VcertException B ciydae Opyrou ommnOKY (3ampelleHo aHalu3u-
poBaTh VerifyResult).

bool CmsStrDetVerifyFile(CmsVerifyParameters Param, string Data, string
Icms, string Ocms, out VerifyResultCollection VerifyResult) - (coomeemcmasyem
¢ynkuyuu VCERT CmsStrDetVerifyFile)
MeTon IOTOKOBOY NPOBEPKU oTaeneHHbIx Il daina
AprymeHThbI:

— Param mnapameTphl IpoBepkKu IIT CMS-coo0bitieHn;
— Data daiin (He HyJIeBOU OJIMHEBI) C MAHHBIMU OJIsI ITpoBepKu III;
— Icms daiin (He HYJIeBOM OJIMHEI) C TognucanHbiM CMS-coob1ieHueMm;

— Ocms ¢atin ¢ BerxogHEIM CMS-coobmieHueM. Co3maeTcsi Ipu yCTaHOBKe ¢iia-
ra npoBepku DeleteSignatures (B ciydae ycmemiHol IpoBepkKu Bcex IIT CMS-
CcoO0OIIIeHMs), “HaUYe MOXKeT ObITh paBeH null;

— VerifyResult pe3ynbraT npoBepku II1 CMS-coobieHus.
Bo3BpaniaeMsbie 3HAaYEHUS:

— true B cny4yae yclelrHo¥ IpoBepku Bcex IIl (HeoOXommMo aHaIu3UpOBaTh
VerifyResult);
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— false B cny4dae omnOKu IPOBEPKU XOTs OBl ofHOM DT (He0OX0OMMO aHATIU3UPO-
BaTh VerifyResult);

— reHepupyet VcertException B ciydae Opyroi omuOKy (3amnpeieHo aHalIu3u-
poBaTh VerifyResult).

1.7.15 3amudpoBanue CMS-co00IIeHUH

[Tepeuncnenre CmsEncryptParameters.CmsEncryptFlags
®naru 3amudpoBanuss CMS-coobIieHn:

— UseRemoteSearch
coomeemcmeyem ¢paazy FLAG CMS ENCRYPT USEREMOTESEARCH.

— DoNotCheckTimes
coomeemcmeyem ¢paazy FLAG CMS ENCRYPT DONOTCHECKTIMES.

— DoNotVerifyChain
coomeemcmeyem ¢paazy FLAG CMS ENCRYPT DONOTVERIFYCHAIN.

— AddRemoteToLocal
coomeemcmeyem ¢paazy FLAG CMS ENCRYPT ADDREMOTETOLOCAL.

— DoNotCheckKeyTime
coomeemcmeyem ¢paazy FLAG CMS ENCRYPT DONOTCHECKKEYTIME.

— SubjectIsPartial
coomeemcmeyem ¢paazy FLAG CMS ENCRYPT SUBJECTISPARTIAL.

— IgnoreStoreCache
coomeemcmeyem ¢paazy FLAG CMS ENCRYPT IGNORESTORECACHE.

— IgnoreStoreLocal
coomeemcmeyem ¢paazy FLAG CMS ENCRYPT IGNORESTORELOCAL.

— SubjectAttribute
coomeemcmeyem ¢paazy FLAG CMS ENCRYPT SUBJECTATTRIBUTE.

— SubjectKeyld
coomesemcmayem ¢paazy FLAG CMS ENCRYPT SUBJKEYID.

— GostR34 12 15MG
coomsemcmayem ¢paazy FLAG CMS ENCRYPT GOST R 34 12 15MG.

— GostR34 12 15GH
coomgemcmayem ¢paazy FLAG CMS ENCRYPT GOST R 34 12 15GH.

— AddOmacAttribute
coomgemcmayem ¢paazy FLAG CMS ENCRYPT ADDOMACATTRIBUTE.

— RecipientKeyAgreement
coomgemcmayem ¢paazy FLAG CMS ENCRYPT RECIPKEYAGREEMENT.

Knacc CmsEncryptParameters - (coomeemcmeyem cmpykmype encrypt -
param _t)
[TapameTphl 3amudpoBanusi CMS-coobIieHmn:

— cBouctBo CmsEncryptFlags Flag
@ nazu 3awupposarusi CMS-coobuieHull.
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— Metop void AddReceiver(Certificate cert)
IlobasaeHue wabaoHa cepmugukama noaydames.

MeToabl 0;104HOTO0 3anrpoBanusi CMS-cooO0uieHu#

byte[] CmsBlkEncryptMem(CmsEncryptParameters Param, byte[] Data) - (co-
omeemcmayem ¢pyHkuuu VCERT CmsBIkEncryptMem)
MeTop 65104HOT0 3amudpoBanusa 610Ka MaMsITU
AprymMeHTbI:

— Param napamMeTphl 3amudpoBanusi CMS-coobIiieHni;

— Data 6510k maMsATH (He HYJIEBOU OJIMHBI) C JAaHHBIMU [OJI 3alIM(POBaHUS.
Bo3BpaiiaeMbie 3HAaYEHUS:

— zamudppoBanHoe CMS-coobiieHue.

void CmsBIlKkEncryptFile(CmsEncryptParameters Param, string Data, string
Ocms) - (coomsemcmeayem ¢pyHkuuu VCERT CmsBIkEncryptFile)
Metop GriouHoro 3amudpoBanus darina
AprymMeHTrhbI:

— Param napameTpsl 3amudpoBanus CMS-coobiieHn;
— Data daiin (He HyJIeBOU OJIMHBI) C JAHHBIMU AJIS 3aIlllM(PPOBaHUS;
— Ocms daiin ¢ 3amudpoBaHHEIM CMS-coobI1ieHrEM.

MeToabl MIOTOKOBOI'O 3alu@poBanusa CMS-coo0I1eHun

Knacc CmsStrEncryptCtx
KoHTeKkcT rmoToKoBoro 3amudpoBanuss CMS-cooOiieHnH:

— KOHCTPYKTOp CmsStrEncryptCtx();
— KoHCTPYKTOP CmsStrEncryptCtx(CmsEncryptParameters encryptParam);

— cBourcTBO CmsEncryptParameters encryptParam
napamempul 3awugposarHuss CMS-coobweHull.

byte[] CmsStrEncryptMem(CmsStrEncryptCtx strEncryptContext, byte[] Data,
bool IsLast) - (coomsemcmeyem ¢yHkyuam VCERT CmsStrEncryptInitMem,
VCERT CmsStrEncryptUpdateMem u VCERT CmsStrEncryptFinalMem)
MeTon IOTOKOBOTO 3amrppoBaHus 6JI0Ka IaMATH
AprymeHTrhbI:

— strEncryptContext KOHTEKCT IOTOKOBOTO 3allln(PpPOBaHUSI;

— Data 6710K 1TaMSTH C JaHHBIMU OJIsS 3aIIn()POBaHUS;

— IsLast ipu3HaK 3aBeplIeHus Ipolecca 3amudpoBaHus.
Bo3BpamniaeMsbie 3HAaYEHUSI:

— 0J10K mamMsATHu ¢ 3amudpoBaHHEIM CMS-coobIieHneM.
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void CmsStrEncryptFile(CmsEncryptParameters Param, string Data, string
Ocms) - (coomeemcmeayem ¢pyHkuuu VCERT CmsStrEncryptFile)
MeTon IOTOKOBOTO 3amu@poBaHus dannaa
AprymMeHThbI:

— Param napameTtphl 3ammudppoBanus CMS-cooObiieHn;
— Data daiin (He HyJIeBOM OJIMHBI) C JaHHBIMU [OJI 3alIM(POBaHUS;
— Ocms datin ¢ 3amudpoBanHbiIM CMS-coob1ieHrEM.

1.7.16 PacmudpoBanune CMS-cooO1IeHHH

Kmacc CmsDecryptParameters - (coomeemcmsyem cmpykmype decrypt -
param_t)
[TapameTphl paciudpoBanrss CMS-cooOuieHnM:

— cBoiictBo CmsDecryptFlags Flag (3ape3epBupoBaHoO, HOJI2KHO OLITH paBHO 0)
®naeu pacwugposarus CMS-coobuw,eHutl.

MeToabl 0;104HOro pacuiuppoBanuss CMS-cooO0IeHun

byte[] CmsBlkDecryptMem(CmsDecryptParameters Param, byte[] Icms) - (co-
omesemcmayem ¢pyHkuuu VCERT CmsBlkDecryptMem)
Metop Gr1oyHOT0 pacmudpoBaHus 6J10Ka MaMITU
AprymMeHTrhbI:

— Param napameTpsl pacimudpoBarHuss CMS-coobIeHnH;
— Icms 6710K maMsaTH (He HY/IeBOM OJINHEL) ¢ 3amudpoBanabiM CMS-coobiieHreM.
Bo3BpamniaeMsbie 3HaYEHUSI:

— OJIOK MaMsTH C paciinpPOBaHHBIMU TaHHBIMU.

void CmsBlkDecryptFile(CmsDecryptParameters Param, string Icms, string
Data) - (coomeemcmasyem ¢yHkuyuu VCERT CmsBlkDecryptFile)
MeTon 67104HOr0 pacinudpoBaHus ¢atina
AprymMeHThbI:

— Param napameTphl pacuudpoBanuss CMS-coobuieHn;
— Icms daiin (He HyIeBOU OIUHEI) C 3amrdpoBaHHEIM CMS-coo0IieHreM;
— Data datin c pacmudpoBaHHEIMYU JaHHBIMU.

MeToabl MOTOKOBOI'0O pacuiudpoBanusa CMS-coo01meHun

Knacc CmsStrDecryptCtx
KoHTeKcT 1moToKoBoro pacmudpoBarnusi CMS-coo0IeHUN:

— KOHCTPYKTOp CmsStrDecryptCtx();

— cBoucTBo CmsDecryptParameters decryptParam
napamempul pacwugpposaHus CMS-coobw,eHull.
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byte[] CmsStrDecryptMem(CmsStrDecryptCtx strDecryptCtx, byte[] Icms, bool
IsLast) - (coomeemcmeyem ¢yHkuuam VCERT CmsStrDecryptinitMem, VCERT -
CmsStrDecryptUpdateMem u VCERT CmsStrDecryptFinalMem)
MeTo[ ITOTOKOBOTO paciimbpoBaHus 6710Ka TaMATH
AprymMeHThI:

— strDecryptCix KOHTEKCT IOTOKOBOTO pacIiin(poOBaHUSI;

— Icms 06JI0K TaMsTHU C YacThIo 3aluppoBanHoro CMS-coobuieHus (qOJIKHO BhI-
nonHAThCA ycinosue Icms.Length > 128);

— IsLast nipu3HaK 3aBepPIleHUs Ipollecca paciindpoBaHus.
Bo3BpaniaeMbie 3HAYEHUS:

— OJIOK MaMSTH C YaCThIO0 pacIn(pOBaHHBIX JaHHBIX.

void CmsStrDecryptFile(CmsDecryptParameters Param, string Icms, string
Data) - (coomeemcmasyem ¢pyHkuuu VCERT CmsStrDecryptFile)
MeTon IOTOKOBOTO pacimdpoBaHusa danina
AprymMeHTrhbI:

— Param napametpsl paciudpoBanus CMS-coolbiieHni;
— Icms datin (He HyIeBoOM OuHE) ¢ 3amudpoBanHeiM CMS-coob1ieHneM;
— Data dain c pacimiu@poBaHHBIMU OaHHBLIMMU.

1.7.17 IIpeobpa30oBaHHE COBMEIIEHHBIX H OTAEIeHHbIX JII
MeToanl 0JIOYHOTO MPpeoOpa3oBaHusi OoTaAe/IeHHbIX I B coBMeIleHHbIe

byte[] CmsBlkSignAttachMem(byte[] Data, byte[] Icms, SignAttachFlags flag) -
(coomeemcmaseyem ¢pyHkuuu VCERT CmsBlkSignAttachMem)
Metop 61104HOTO ITpeoOpa3oBaHus oTaeneHHbIX JI1 6JI0Ka NaMsITH B COBMEIIEHHbBIE
AprymMeHrhbI:

— Data 6510K ntaMaTH (He HYJE€BOU OJIWHBI) C IOOMUCAHHBIMU OJaHHBIMU;

— Icms 610K maMsATH (He HYJIeBOM [OJIMHBI) C IMognucaHHbLIM CMS-coo0b1ieHueM C
oTmenieHHBIMHU OIT;

— flag dnaru mnpeoOpa3oBaHus (3ape3epBUPOBAHO, [MOOJIKHO OBITH pPaBHO
SignAttachFlags.NoFlag).
Bo3BpanjaeMsbie 3HAaYEHUS:

— OJIOK IMaMSTH C IIOOITMCaHHBIM CMS-COOGH_IGHI/IGM Cc coBMmeleHHbIMU II1.

void CmsBlkSignAttachFile(string Data, string Icms, string Ocms,
SignAttachFlags flag) - (coomeemcmeyem ¢pyHkuuu VCERT CmsBlkSignAttachFile)
Metop 6r10uHOTr0 IpeoOpa3oBaHusd oTaeneHHbIX I ¢aiina B COBMeIlleHHEIE
AprymMeHThI:

— Data daiin (He HyJI€eBOU OJINHBI) IOAIIMCAHHBIMU C HAHHBIMU;

— Icms daiin (He Hy/IeBOU OJIMHBI) C TognucaHHbIM CMS-coo0b111eHreM C OTHaeeH-
HBIMU OII;
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— Ocms datin c mognucanHbiM CMS-coob1ieHneM ¢ coBMmeIeHHeIMu I11;

— flag dnaru npeobpa3oBaHus (3ape3epBUPOBAHO, [OOJIKHO OBITH pPaBHO
SignAttachFlags.NoFlag).

MeToanl 0JIOYHOTO MPpeoOpa3oBaHusi COBMenieHHBIX JII B oTaeIeHHbIE

void CmsBIlkSignDetachMem(byte[] Icms, out byte[] Data, out byte[]
Ocms, SignDetachFlags flag) - (coomeemcmsyem  ¢yHkuuu VCERT -
CmsBIlkSignDetachMem)
MeTop 65104HOT0 ITpeobpa30BaHUs coBMeIeHHBIX 1 6710Ka NaMATH B OTOEJIEHHBIE
AprymMeHTbI:

— Icms 610K maMsATH (He HyJIeBOM [OJIMHBI) C ImognucaHHbIM CMS-coo0b11ieHueM C
coBMeIlleHHbIMU JII;

— Data 010K IaMsITH C NOANINCAHHBIMU OAaHHBIMU;
— Ocms OJI0K ITaMATU ¢ noanucauHeEIM CMS-coo01iieHueM Cc oTaeeHHbMU JIT;

— flag dnaru 1npeoOpa3oBaHusA (3ape3epBUPOBAHO, MHOOJIKHO OBITH pPaBHO
SignDetachFlags.NoFlag).

void CmsBlkSignDetachFile(string Icms, string Data, string Ocms,
SignDetachFlags flag) - (coomeemcmayem ¢pynkuyuu VCERT CmsBlkSignDetachFile)
Metop Gr104HOTO ITpeoOpa3oBaHus coBMeIlleHHBIX III daiina B OToeIeHHbIE
AprymMeHrhbI:

— Icms dain (He HyneBOM OJUHBI) C moanucaHHeIM CMS-coo0biieHueM ¢ COBMe-
mieHHBIMU J11;

— Data daiin ¢ mognuCaHHLIMU TaHHBIMU;
— Ocms daiin ¢ nognucaHHeIM CMS-coobiienrneM ¢ otaeneHHbIME JI1;

— flag dnaru mnpeobpa3oBaHus (3ape3epBUPOBAHO, [OOJIKHO OBITH pPaBHO
SignDetachFlags.NoFlag).

MeToOabI IOTOKOBOI'O IIpeodpa3oBaHusi cOBMeIIeHHbIX JI1 B oTae/IeHHbIe

Knacc CmsStrSignDetachCtx
KOHTEKCT ITOTOKOBOTO IpeoOpa3oBaHusI COBMeIIeHHbIX DI1 B oTOeneHHEbIEe:

— KoHCTpyKTOp CmsStrDecryptCtx();
— KoHCcTpyKTOp CmsStrSignDetachCtx(VcertObject.SignDetachFlags flags).

void CmsStrSignDetachMem(CmsStrSignDetachCtx signDetachContext, byte[]
Icms, bool IsLast, out byte[] Data, out byte[] Ocms) - (coomsemcmayem ¢yHkK-
uuam VCERT CmsStrSignDetachInitMem, VCERT CmsStrSignDetachUpdateMem u
VCERT CmsStrSignDetachFinalMem)
MeTo[ ITOTOKOBOTO TpeoOpa3oBaHusd coBMenIeHHLIX JI1 610Ka maMsaT
AprymMeHThbI:

— signDetachContext KOHTEKCT IOTOKOBOH OIlepalluy;
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— Icms GJIOK ITIaMSTHU C YaCThIO ITOANIUCAaHHOT0 CMS-co00I1IeHUs C COBMEIIeHHBIMU
Il (momkHO BEINOMHATLCA ycnoBue Icms.Length > 128);

— IsLast ipu3HaK 3aBepIlIeHus IIpoliecca npeodpa3oBaHUs;
— Data 610K IaMsITH C YaCTbIO IOAINCAHHBIX JaHHBIX;
— Ocms 0J10K TaMsATHU C nmognucadHeIM CMS-coobmieHneM ¢ oToeleHHBIMUA JI1.

void CmsStrSignDetachFile(string Icms, string Data, string Ocms,
SignDetachFlags flag) - (coomeemcmayem ¢pyHkuuu VCERT CmsStrSignDetachFile)
MeTo[ ITOTOKOBOTO TpeoOpa3oBaHus coBMeleHHbIX D1 ¢aiiia B oTOeneHHBIe
AprymMeHTrhbI:

— Icms ¢aiin (He HyJIeBOU OJIMHBI) C mognucaHHbIM CMS-coo0bIiieHuemM ¢ cCoBMe-
meHHbIMU OI1;

— Data daiin c mognuCaHHLIMUA TaHHBIMHU;
— Ocms datin c mognucanHeiM CMS-coob1tieHreM ¢ oTaeneHHbIMu I1T;

— flag dnaru npeoOpa3oBaHus (3ape3epBUPOBAHO, [MOOJIKHO OBITH pPaBHO
SignDetachFlags.NoFlag).

1.7.18 Ilonyuyenue mHpopMmaruu 0 CMS-cood1IeHUAX

[Tepeuncnenne CmsCertldType
Tun ugeatudrukaTopa cepTuduratoB CMS-coobmieHus:

— Issn

coomgemcmayem ¢paazy FLAG CMS CERTID TYPE ISSN.
— Skid

coomgemcmayem ¢paazy FLAG CMS CERTID TYPE SKID.

Knacc CmsCertld - (coomsemcmsyem cmpykmype cms_certid t)
Npoentudukatop ceprtudpuratra CMS-coobIieHus:

— CmsCertldType Type
Tun udeHmugpukamopa cepmugpukamos8 CMS-coobuw,eHus.

— string Issuer
ITonre ¢ X.500-umenHem u3damensa cepmugukama 8 e8ude CmpoKu, Hanpumep
CN=TestUser,DC=X509,DC=RU (3anoaHsemcsa 04148 muna cmpyKkmypbl udeHmuagu-
Kamopa Issn).

— string SerialNum
ITone c cepuiliHbiM HOMeEpOM cepmugpukama 8 eude CmpoKu, Hanpumep
00:01:02:03:04:05:06:07:08:09:0A:0B:0C:0D:0E:OF (3anoaHsiemcsa Oas muna
cmpyKkmypbl udeHmugpukamopa Issn).

— string CertHash
ITone ¢ xaw-3HaueHuem napvt Umsa uzdamens/CepuliHbili HOMep cepmugpukama 8
sude cmpoku, Hanpumep 00:01:02:03:04:05:06:07:08:09:0A:0B:0C:0D:0E:0OF (3anoa-
HAemcAa 04 muna cmpykmypusl udeHmugpukamopa Issn).

— string SubjectKeyld
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ITosne ¢ 0aHHbIMU OonoaHeHus "HoeHnmugukamop Kawoua 81adenvua” 8 sude cmpo-
Ku, Hanpumep 00:01:02:03:04:05:06:07:08:09:0A:0B:0C:0D:0E:OF (3anoaHsemcs:
014 muna cmpykmypsl uOeHmugpuxkamopa Skid).

Knacc CmsSignerInfo - (coomsemcmsyem cmpykmype cms _siginf t)
HNudopmarus o nmopnucante CMS-coobIieHms:

— uint Version

Homep saepcuu cmpykmypbl uHgpopmauuu o noonucaHme CMS-coobui,eHus.
— string DigestAlg

Cmpoka o6vekmHoz20 udeHmuguxkamopa (OID) anzopumma Xauwupos8aHusi.

— string SignatureAlg
Cmpoka o6vekmHoz20 udeHmuguxkamopa (OID) aneopumma 3I1.

— CmsCertld Signerld
Hoenmuguxkamop cepmugpuxama noonucaHma CMS-coobuieHus.
— DateTime SigningTime
ITone co epemeHem 8biuucaeHus II1, 83simbimM u3 aymeHmu@uly,upo8aHHO20 ampuby-

ma PKCS#9 signingTime (npu omcymcmeauu 0aHHO20 ampubyma 3Ha4eHue pasHo
DateTime.MinValue).

— string[] AuthAttrs
Maccue cmpok 06 veKmHbix udeHmupukamopos aymeHmupuuyupo8aHHblx ampuby-
mos, Haxoosauwuxca 8 IOI1.

— string[] UnauthAttrs
Maccue cmpok 06'beKmHbix uOeHmugpukamopo8 HeaymeHmu@uuuUpPOBAHHbIX ampu-
6ymos, Haxooswuxcs 8 OI1.

[Tepeuncnenue CmsRecipientInfoType
Tun uadopMmarum o nmonydarene CMS-coobIieHus:

— KeyTransport
coomgemcmayem ¢paazy FLAG CMS RECINF TYPE KTRI.

— KeyAgreement
coomgemcmayem ¢paazy FLAG CMS RECINF TYPE KARI.

Kmnacc CmsRecipientInfo - (coomsemcmayem cmpykmype cms_recinf t)
HNudpopmatius o nonydatene CMS-cooOiieHus:

— CmsRecipientinfoType Type
ITosne c munom cmpykmypbsl uHpopMauuu o noayuamese CMS-coobuw,eHus.

— uint Index
Homep (uHOekc) cmpykmypul uHpopmauuu o noayyamene CMS-coobu,eHus (3ano-
HAemcAa 044 muna uH¢popmauuu o noaydyamese KeyAgreement).

— uint Version
Homep sepcuu cmpykmypbl uHpopmauyuu o noaydamene CMS-coobuw,eHus.

— CmsCertld Originatorld
Hoenmugukamop cepmupukama omnpasumens CMS-coobu,eHus (0aHHOe nosae He
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3anoavsiemcs 0451 CMS-coobuw,eHull, 3awuppo8aHHbIX AHOHUMHbIM CNOCOOOM).

— string PublicKeyAlg
Cmpoka o6vekmHo20 udeHmugpukamopa (OID) anzopumma omKpblmoz20 Kawouad cep-
mugukama noayuyamens (3anoaHsaemcs 0451 muna cmpykmypbsl uHpopmayuu o no-
ayuamesne KeyAgreement).

— string CipherAlg
Cmpoka obvekmHo20 udeHmuguxkamopa (OID) anzopumma co2aaco8aHus uau 3a-
wugposaHusa ceaHco8020 KaAt0ud.

— CmsCertld Recipientld
Hoenmugukamop cepmugpukama noayyamenss CMS-coobuieHus.

[Tepeuncnenue CmsMsgInfoType
Tun CMS-coo01enus:

— Signed
coomsemcmayem ¢paazy FLAG CMS MSGINF TYPE SIGN.

— Encrypted
coomgemcmayem ¢aazy FLAG CMS MSGINF TYPE ENVL.

[Tepeuuncnenre CmsMsgInfoFlags
®naru CMS-coo0I1IeHud:

— Ndef
coomeemcmeyem ¢paazy FLAG CMS MSGINF FLAG NDEF.

— Detach
coomeemcmeyem ¢paazy FLAG CMS MSGINF FLAG DTCH.

[lepeuncnenue CmsMsglInfo - (coomeemcmaeyem cmpykmype cms _msginf t)
HNudpopmartius o CMS-coobIiieHnn:

— CmsMsglnfoType Type
Tun CMS-coobu,eHus.

— CmsMsglInfoFlags Flags
®aaeu CMS-coobuw,eHus.

— CmsSignerInfo[] Signers
Maccus ¢ uHpopmauueti o noonucaHmax CMS-coobuw,eHus (3anosaHsiemcsi moabKo
oa51 CMS-coobuieHuti muna Signed).

— CmsRecipientInfo[] Recipients
Maccue ¢ uHgpopmauuel o noayuamensix CMS-coobweHus (3anosHsemcs moabKo
oa5 CMS-coobueHuti muna Encrypted).

— string CipherAlg
Cmpoka obwvekmHoz20 udeHmugpukamopa (OID) anszopumma wupposaHuss OAHHbBIX
(3anosaHsiemcs moavko 0151 CMS-coobweHuti muna Encrypted).

— string[] UnprotAttrs
Maccue cmpok 06veKmHbIX uOeHMu@uKamopos He3auw,uweHHbIXx ampubymos (3a-
nosHsiemcs moavko 0451 CMS-coobuieruti muna Encrypted).
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MeToabl 0;T09YHOT 0 MOJIydeHUus1 uHpopMmanuu 0 CMS-cooOIeHusIx

CmsMsgInfo CmsBlkMsgInfMem(byte[] Cms, MsgInfFlags Flag) - (coomeem-
cmeyem ¢yHkuyuu VCERT CmsBlkMsgInfMem)
MeTon 67104HOr0 nonydenus nabopManuu o CMS-coobuieHusax B Buae 0710Ka IIaMsaTH
AprymMeHThbI:

— Cms (He HyNIeBoOM OJIMHBI) 0710K mmaMsiTu ¢ CMS-coo01eHneM;
— Flag dnaru (3ape3epBupoBaHo, 0oiikKHO ObITh paBHO MsgInfFlags.NoFlag).
Bo3BpaujaeMsbie 3HAaYEHUS:

— uHpopMalusa o CMS-coobIeHnn.

CmsMsgInfo CmsBlkMsgInfFile(string Cms, MsgInfFlags Flag) - (coomeem-
cmeyem ¢yHkuyuu VCERT CmsBlkMsgInfFile)
Metop 6r1oyHOr0 nonydyenus uHbpopmauuu o CMS-coobmieHusax B Bune datina
AprymMeHTbI:

— Cms ¢atin (He HyneBou AnuHbl) ¢ CMS-coo011eHueMm;
— Flag dnaru (3ape3epBupoBaHo, nonxkHo 0biTh paBHO MsgInfFlags.NoFlag).
Bo3BpamiaeMbie 3HAYEHUS:

— mHpopManusg o CMS-coobIieHnn.

MeToOabI MIOTOKOBOT O MOJIydeHHus1 HHpopMmanmuu 0 CMS-coo0IeHusIx

Kmacc CmsStrMsgInfoCtx
KOHTEKCT ITOTOKOBOTO ony4dyeHus nHpopmanuu o CMS coolbiieHuu:

— KOHCTPYKTOp CmsStrMsgInfoCtx().

CmsMsgInfo CmsStrMsgInfMem(CmsStrMsgInfoCtx strMsginfoCtx, byte[]
Cms, bool IsLast) - (coomeemcmeyem ¢yukuuam VCERT CmsStrMsgInfInitMem,
VCERT CmsStrMsgInfUpdateMem u VCERT CmsStrMsgInfFinalMem)

MeTon IOTOKOBOTO mONy4YeHusd nHpopmanuu o 610ke namMmatu CMS
AprymMeHThBI:

— strMsgInfoCtx KOHTEKCT IOTOKOBOM OIepalluy;

— Cms 06JI0K TTaMsTH ¢ YacTbio CMS-coo01ieHust (HOJI?KHO BHITIOJTHSITHCS YCIIOBUE
Cms.Length > 128);

— IsLast nmpu3HaK 3aBepIIeHus Mpollecca Ipeodpa30oBaHuUs.
Bo3BpamjaeMsbie 3HAaYEHUSI:

— uHpopMalus o CMS-coobIeHnn.

CmsMsgInfo CmsStrMsglInfFile(string Cms, MsgInfFlags Flag) - (coomeemcmay-
em ¢yHkuuu VCERT CmsStrMsgInfFile)
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MeTo[ MOTOKOBOI'0O mony4deHus: nadopmaiuu o CMS-coobiieHusx B Bupge datina
AprymMeHrhbI:

— Cms daiin (He HyneBou OauHbl) ¢ CMS-coo0bIeHneM;

— Flag dnaru (3ape3epBupoBaHo, nonxHo 0biTh paBHO MsgInfFlags.NoFlag).
Bo3BpaniaeMsbie 3HAaYEHUSI:

— uHpopmarus o CMS-coolbIieHun.

1.7.19 IIpocTaHOBKA M IpOBEepKa LITAMIIOB BpEMEeHHA

[lepeuncnenue TspRequestParameters. TspRequestFlags
®naru IpoCTaHOBKHU HITaMIla BpeMeHu CMS-coo0b1ieHu:

— AddNonce
coomsemcmaeyem ¢paaz2y FLAG TSP REQUEST INCLUDENONCE.

— CertRequest
coomgemcmayem ¢aazy FLAG TSP REQUEST ATTACHEDSIGNER.

Knacc TspRequestParameters - (coomgsemcmasyem cmpykmype
tsp request param t)
[TapamMeTpHl IPOCTAHOBKMY IIITaMIla BpemMeHu CMS-coo01ieHnii:

— TspRequestFlags Flags
@ 1a2u npocmaHo8ku wmamna epemeHu CMS-coobw,eHutl.

— uint Index
ITopsiokosvlli Homep (uHOekc) ST CMS-coobweHus, 045 Komopou caedyem 3anpo-
cumb wWmamn epemMeHu.

[Tepeuncnenre TspResponseParameters. TspResponseFlags
®naru Beruucnenus II1 u popMupoBaHUS HITAMIOB BPEMEHU:

— AddTsaName
coomeemcmeyem ¢paazy FLAG TSP RESPONSE INCLUDETSANAME.

Knacc TspResponseParameters - (coomgsemcmayem cmpykmype
tsp response param t)
[TapameTptsl BeiuuciaeHusa 311 u GpopMHUpPOBaHUS IITAMIIOB BpEMEHU:

— TspResponseFlags Flags
@aeu eviyucaeHus II1 u opmuposaHua wmamnos 8pemMeHuU.

[Tepeuncnenue TspVerifyParameters.TspVerifyFlags
®naru IpoBepKU IITaMIila BpemeHu CMS-cooO1ieHnii:

— NoAttachedCert
coomeemcmeyem ¢paaz2y FLAG TSP VERIFY IGNOREATTACHEDSIGNER.

Knacc TspVerifyParameters - (coomgemcmayem cmpykmype
tsp verify param t)
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[TapaMeTphl IPOBEPKHU IITaMIla BpeMeHu CMS-coo0IieHu:

— TspVerifyFlags Flag
@ azu nposepku wmamna epemeHu CMS-coobw,eHull:

— uint Index
ITone ¢ nopsodkosbiMm Homepom (uHoekcom) IBII CMS-coobweHus, 0451 Komopou
csiedyem nposepumbs WMmMamn epemeHu.

Knacc TspVerifyResult - (coomeemcmeyem cmpykmype tsp verify result t)
Pe3ynbTaT IpoBepKu LITaMIla BpeMeHU i 3agaHHou Jll:

— DateTime time
Bpemsa npocmaHogku (8biuucaeHusa 3I1) wmamna epemeHu 8 yacogom nosice UTC.

— Certificate cert
Cepmugukam, Ha KOIopoM 8bIN0AHAAACL NposepKka II1, m.e. cepmugukam cepsepa
wmamnos apemeru (pasHo null e cayyae HeHaxoxcOeHUs cepmugukama cepsepa
wmamnos apemeHu).

MeToabl 0JIOYHOH IIPOCTAHOBKH H IIPOBEPKH IMITAaMIIOB BpEMEHH

byte[] TspBlkRequestFromCmsMem(TspRequestParameters Param, byte[]
Icms) - (coomeemcmaeyem ¢pyHkuuu VCERT TspBlkRequestFromCmsMem)
MeTop GJI0YHOTO CO3JaHUs 3apoca Ha IMOoJydYeHHUe TaMIla BpeMeHHU 0JI0Ka NaMaTH
AprymMeHThbI:

— Param mapaMeTpHl IIPOCTAHOBKHU IIITaMIla BpeMeHu CMS-coo01ieHn;
— Icms 670K aMATH (He HYJIeBOU OJIMHBI) C TognucaHHbiM CMS-coobIiieHueM.
Bo3BpamiaeMbie 3HAYEHUS:

— OJIOK IIaMSITH C 3aIllIPpOCOM Ha IIOJIy4YeHHEe IITaMIla BpEMEHH.

byte[] TspBlkRequestFromCmsFile(TspRequestParameters Param, string Icms)
- (coomesemcmeyem ¢yHkuuu VCERT TspBlkRequestFromCmsFile)
MeTop GJI0YHOTO CO3aHMs 3alpoca Ha IOoJyYeHue ITaMIla BpeMeHu (datina
AprymeHrhbI:

— Param niapaMeTpHl IPOCTAHOBKHU MITaMIla BpeMeHu CMS-coo01ieHuY;
— Icms daiin (He HyJIeBOM OJIMHEI) ¢ moanucanHbM CMS-coobiieHueM.
Bo3BpaniaeMble 3HAUYEHHUS:

— OJIOK IMaMSsTH C 3alIpOCOM Ha IIOJIy4€HHEe IIITaMIla BPpEMEHH.

byte[] TspSignResponse(TspResponseParameters Param, byte[] Request) - (co-
omsemcmaeyem ¢pyHkuuu VCERT TspSignResponse)
MeTop 65104HOr0 BeruucieHus 11 u GopMupoOBaHUS IIITAMIIOB BpEMEHU
AprymeHThbI:

— Param napaMeTphl Beiuuciaenus I u hpopMupoBaHUs MITAaMIIOB BPEMEHU;

— Request 6710k maMsATHU (He HYJIEBOU AJIMHEBI) C 3alIPOCOM Ha MOJIydyeHHe MITaMIia
BPEMEHU.
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Bo3BpanijaeMsbie 3HaYEHUSI:

— 610K maMsaTu ¢ COOPMHUPOBAHHLIM IIITAMIIOM BPEMEHHU.

TspVerifyResult  TspVerifyResponse(TspVerifyParameters  Param,  bytel]
Response) - (coomsemcmayem ¢yHkuuu VCERT TspVerifyResponse)
MeTop 65104HOM ITpoBepKU I chOpMUPOBAHHOIO IIITaMIIa BpDEMEHU
AprymMeHThbI:

— Param mapaMeTpHl IIPOBEPKHU HITaMma BpeMeHu CMS-coo0I11eHuH;

— Response 010K maMsATu (He HYJI€eBOM OJIMHBEI) C CPOPMHUPOBAHHBIM HITAMIIOM
BPEMEHM.

Bo3BpaiiaeMbie 3HAaYEHUS:

— pe3ynbTaT NPOBEPKM IlITaMIla BpeMeHU AJisd 3agaHHou JI1.

byte[] TspBlkUrlStampCmsMem(TspRequestParameters Param, string Url,
byte[] Icms) - (coomeemcmayem ¢yHkuuu VCERT TspBlkUrlStampCmsMem)
MeTop 6/10YHOM TPOCTAHOBKU IlITaMIla BpeMeHU 60Ka nmaMatu CMS Ha cepBepe
AprymMeHrhbI:

— Param miapaMeTpH IIPOCTAHOBKM IlITaMIla BpeMeHu CMS-coo01ieHni;

— Url ctpoka (URI) ¢ agpecoM cepBepa IIITAMIIOB BPEMEHU;

— Icms 670K aMsATH (He HyJIeBOU OJIMHBI) C mognucaHHbiM CMS-coobIieHueM.
Bo3BpamiaeMbie 3HAaYE€HUS:

— OJIOK maMsTH C nommnucaHHbIM CMS-cooOIieHreM, BKIIOYAIOIIMM MITaMI Bpe-
MEHH.

void TspBlkUrlStampCmsFile(TspRequestParameters Param, string Url, string
Icms, string Ocms) - (coomsemcmayem ¢yHkuuu VCERT TspBlkUrlStampCmsFile)
MeTon 6710YHOM IPOCTAHOBKHU HITaMna BpeMeHHU ¢atiia CMS Ha cepBepe
AprymMeHThbI:

— Param mapaMeTpHl IIPOCTAHOBKM IIITaMIla BpeMeHu CMS-cooO11eHn;
— Url ctpoka (URI) ¢ agpecoMm cepBepa IIITaMIIOB BDEMEHU;
— Icms daiin (He HYJIeBOM OJIMHEI) C TognucanHbiM CMS-coob1ieHueMm;

— Ocms ¢aiin ¢ noanucanHbiIM CMS-coo0611ieHrneM, BKIIIOYAIOIINM IIITaMI BpeMe-
HU.

TspVerifyResult TspBlkVerifyCmsMem(TspVerifyParameters Param, bytel]
Icms) - (coomeemcmayem ¢pyHkuuu VCERT TspBlkVerifyCmsMem)
MeTop 6/10YHOUM DTPOBEPKHU LITaMIla BpeMeHHU 0JioKa naMaTtu CMS
AprymMeHThI:

— Param napaMeTpHl IPOBEPKHU HITaMIla BpeMeHu CMS-coo0b11eHul;

— Icms 650K naMsaTH (He HYJIeBOM OJIMHBI) C mognucaHHbiM CMS-coobiieHreM,
BKJIIOYAIOIINM HITaMII BDEMEHH.



46
BAME.00117-06 33 01

Bo3BpanijaeMsbie 3HaYEHUSI:

— pe3ynbTaT IPOBEPKU ILITaMIla BpeMeHU O 3aganHoun Jll.

TspVerifyResult TspBlkVerifyCmsFile(TspVerifyParameters Param, string Icms)
- (coomesemcmaeyem ¢yHkuuu VCERT TspBlkVerifyCmsFile)
MeTop 610YHOUM OPOBEPKHU LITaMIla BpeMeHU (darina CMS
AprymMeHThbI:

— Param mapaMeTpHl IIPOBEPKHU HITaMma BpeMeHu CMS-coo0I11eHuH;

— Icms daiin (He HyneBOU OJIMHBI) ¢ moanucaHHBIM CMS-coobIiieHueM, BKIO4a-
IOITUM HITAaMII BpEMEHH.

Bo3BpaiiaeMbie 3HAaYEHUS:

— pe3ynbTaT NPOBEPKM IlITaMIla BpeMeHU AJisd 3agaHHou JOI1.

MeToabl IOTOKOBOH IMPOCTAaHOBKH H MPOBEPKH IITAMIIOB BpeMeHH

Knacc CmsStrUrlStampMemCtx
KOHTEKCT IMOTOKOBOM ITPOCTAHOBKH IlITaMIla BpeMeHu CMS Ha cepBepe:

— KoHCTpyKTOp CmsStrUrlStampMemCtx(string url);

— KOoHCTPYKTOp CmsStrUrlStampMemCtx(TspRequestParameters reqParam,
string url);

— cBoucTtBo TspRequestParameters requestParam
ITapamempsl npocmaHosku wmamna epemeHu CMS-coobw,eHull.

byte[] TspStrUrlStampCmsMem(CmsStrUrlStampMemCtx StrUrlStampCtx,
byte[] Icms, bool IslLast) - (coomeemcmeyem  ¢yHkuuam  VCERT -
TspStrUrlStampCmsInitMem, VCERT TspStrUriStampCmsUpdateMem u VCERT -
TspStrUrliStampCmsFinalMem)
MeTon IOTOKOBOM IPOCTAHOBKYU HiTamMna BpeMeHUu CMS Ha cepBepe
AprymMeHThbI:

— StrUrlIStampCtx KOHTEKCT IOTOKOBOU OIlepalluy;

— Icms OJIOK ITaMSTH C YaCTbIO IToanucanHoro CMS-coo0b1ieHust (qOJI2KHO BBIIIOJ-
HATbCs ycnoBue Icms.Length > 128);

— IsLast nipu3HaK 3aBeplleHus Ipoliecca IPOCTaHOBKYU ITaMIla BpEMEHHU.
Bo3BpamjaeMbie 3HAaYEHUS:

— OJIOK ITaMsITH C YaCThIO ITOANIUCaHHOT0 CMS-coo0IIe s, BKTIOYAIOIIEero IITaMII
BPEMEHM.

void TspStrUrlStampCmsFile(TspRequestParameters Param, string Url, string
Icms, string Ocms) - (coomeemcmayem ¢yHkuuu VCERT TspStrUriStampCmsFile)
MeTon IOTOKOBOM MPOCTAaHOBKHU IITaMna BpeMeHHU ¢atiia CMS Ha cepBepe
AprymMeHTrhbI:

— Param mapaMeTpHl IPOCTAHOBKHY IITaMIla BpeMeHu CMS-coo0b1ieHui;
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— Url ctpoka (URI) ¢ agpecom cepBepa IITaMIIOB BpEMEHUY;
— Icms datin (He HYIeBOM OJINHEI) C ToanucanHbiM CMS-coob1ieHueMm;

— Ocms ¢daitn ¢ noanmucaHHEIM CMS-coo0b1ieHreM, BKIIOYAIOIINM IIITaMII BpeMe-
HH.

Kmacc CmsStrTspVerifyMemCtx
KOHTEKCT IT0OTOKOBOM IIPOBEPKM IITaMIa BpeMeHU 6j10Ka mamsatu CMS:

— kKOHCTpYKTOp CmsStrTspVerifyMemCtx();

— cBoucTtBo TspVerifyParameters verifyParam
ITapamempul npogepku wmamna epemeHu CMS-coobw,eHull.

TspVerifyResult TspStrVerifyCmsMem(CmsStrTspVerifyMemCtx
strTspVerifyCtx, byte[] Icms, bool IsLast) - (coomsemcmsyem ¢yHKUuUAM
VCERT TspStrVerifyCmsInitMem, VCERT TspStrVerifyCmsUpdateMem u VCERT -
TspStrVerifyCmsFinalMem)

MeTon IOTOKOBOY ITPOBEPKHU IIITaMIla BpeMeHU 6710Ka naMatu CMS
AprymMeHrhbI:

— strTspVerifyCix KOHTEKCT IOTOKOBOU OII€pPallniy;

— Icms 610K TaMATU C 4acThi0 IognucaHHoro CMS-coobiieHns, BKII0Yaomero
IITaMII BpeMeHHU (OOJIXKHO BHIIONMHATHECA yciaoBue Icms.Length > 128);

— IsLast nipr3HaK 3aBepllIeHus Ipoliecca IPOBEPKU IITaMIla BpEMEHU.
Bo3BpaniaeMsbie 3HAaYEHUSI:
— pe3yJbTaT IPOBEPKU ILITaMIla BpeMeHU i 3aganHou Jll.

TspVerifyResult TspStrVerifyCmsFile(TspVerifyParameters Param, string Icms)
- (coomeemcmaeyem ¢yHkuuu VCERT TspStrVerifyCmsFile)
MeTon TOTOKOBOM MPOBEPKU IITaMIla BpeMeHu ¢atina CMS
AprymeHThbI:

— Param mapaMeTpHl IIPOBEPKHU HITaMma BpeMeHu CMS-coo0I11eHu;

— Icms ¢daiin (He Hy/IeBOU OJIMHBI) C IMOoANKMcaHHbBIM CMS-coo0bIlieHreM, BKII04a-
IOIIUM IIITaMII BDEMEHHU.

Bo3BpamiaeMbie 3HAaYEHUS:

— pe3ybTaT IIPOBEPKHU IIITaMIla BpeMeHHU IJisi 3amaHHon JI1.

1.7.20 Ilonydyenue online-craryca cepruduxkara

Kmacc OcspRequestParameters - (coomsemcmeyem cmpykmype o0cCsp -
request param t)
[TapameTpHl nnoIy4dyeHus online-ctatyca cepTudukara:

— KOoHCTPYKTOp OcspRequestParameters();

— cBoucTtBo OcspRequestFlags Flags
®azu (3ape3epsupo8aHo, 001xcHO bbimb pasHo OcspRequestFlags.NoFlag).
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Kmacc OcspResponseParameters - (coomsemcmeyem cmpykmype oOcCSp. -
response_param_t)
[TapameTpsl Berunuciienusa JI1 online-ctaTyca cepTtudukara:

— KOHCTpYKTOp OcspResponseParameters();

— cBoucTBo OcspResponseFlags Flags
®aau (3apezepsuposaHo, 004xcHO bbimb pasHo OcspResponseFlags.NoFlag).

Knacc OcspVerifyParameters - (coomeemcmeyem cmpykmype ocsp verify -
param t)
[TapameTpsl mpoBepku III online-ctatyca cepTudukara:

— KoHCTpyKTOp OcspVerifyParameters();

— cBoucTtBo OcspVerifyFlags Flags
@ naazu (3ape3eps8uposaHo, 001 cHO bbimb pasHo OcspVerifyFlags.NoFlag).

Kmnacc OcspVerifyResult - (coomeemcmaeyem cmpykmype ocsp verify result t)
PesynbraT npoBepku JII online-cTtatyca ceptudukara:

— cBoOUCTBO uint status
Online-cmamyc cepmugurkama.

— CBOUCTBO uint reason
Ilna aHHYyAuUpoBaHHO20 cepmugukama, NPpu4uUHA AHHYAUPOBAHUS cepmuguKkama.

— cBoucTtBO DateTime revlime
Ilna aHHYyAuUpoBAHHO20 cepmugukama, 8pems dHHYAUPOBAHUS cepmuguKkama.

— cBoucTtBo DateTime thisUpdate
Bpems Hauana deticmeusa daHHo20 online-cmamyca cepmugukama.

— cBoucTtBo DateTime nextUpdate
Bpems okoHuyaHusa delicmaeus 0aHHo20 online-cmamyca cepmugukama.

— cBoucTBo Certificate cert
cepmugpuKkam, Ha KOmopoMm 8blN0AHAAACH nposepka II1, m.e. cepmugpukam cepsepa
OCSP omeemuuka (pasHo null e cayuae HeHaxodxcOeHUs1 cepmugpukama cepeepa
OCSP omsesemuuka).

MeTtoasl nmoinydeHus online-craryca ceprudukara

byte[] OcspCreateRequest(OcspRequestParameters Param, byte [] Cert) - (co-
omeemcmayem ¢yHkuuu VCERT OcspCreateRequest)
MeTon co3maHus 3a0poca Ha moaydeHue online-ctatyca ceptudukara
AprymMeHTrhbI:

— Param miapaMeTpH IIOJIydeHus online-ctaTtyca cepTuduKara;

— Cert 0O510K aMsATH C cepTUPUKATOM IOJjis IonaydeHus online-ctatyca B DER-
KonupoBke unu PEM-dbopmare.

Bo3BpaniaeMble 3HAUYEHHUS:
— OJIOK IMaMsITU C CO3[IaHHBIM 3alIPOCOM Ha ITojiydyeHue online-ctatyca cepTtudu-
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KaTa.

byte[] OcspSignResponse(OcspResponseParameters Param, byte[] Request) -
(coomeemcmasyem ¢yHkuuu VCERT OcspSignResponse)
MeTon 00paboTKM 3ampoca Ha monydeHue online-ctaTyca ceprudukara
AprymMeHTbI:

— Param niapameTtphsl Beiuuciaenus Jl1 online-ctatyca cepTudukara;

— Request 6510k ntaMsaTH (He HyJIEBOU IOJIMHBI) C 3alIPpOCOM Ha MojiydyeHue online-
cTaTyca cepTudukara.
Bo3BpaiiaeMbie 3HAYEHUS:

— OJIOK MaMSTH C IOAIKMCaHHBIM online-cTaTycoM cepTuduKara.

byte[] OcspUrlObtainResponse(OcspRequestParameters Param, string url,
byte[] Cert) - (coomeemcmayem ¢yHkuuu VCERT OcspUrlObtainResponse)
MeTon nmony4deHus online-ctatyca ceptudukara Ha 3aganHoM OCSP cepBepe
AprymMeHrhbI:

— Param niapaMeTpHl TTOTy4eHus online-ctatyca ceptudukara;

— url ctpoka (URI) c agpecom cepBepa OCSP oTBeTuYHKa;

— Cert 0O510K aMATH C cepTUPUKATOM OJjis IonydeHHs online-ctatyca B DER-
KonupoBke unu PEM-dbopmare.
Bo3BpanijaeMsbie 3HAaYEHUS:

— OJIOK MaMsTH C IMOAIIKMCAaHHBIM online-cTaTycoM cepTuduKarTa.

OcspVerifyResult OcspVerifyResponse(OcspVerifyParameters Param, byte[]
Response) - (coomsemcmayem ¢yHkuuu VCERT OcspVerifyResponse)
MeTton npoBepku IJII online-ctaTtyca cepTudurara
AprymeHThbI:

— Param niapameTpHl IpoBepku IJII online-ctatyca cepTudukara;

— Response 670K naMsaTH (He HYJI€BOU AJUHBI) C TTOANKXCAHHBIM online-ctaTycoM
cepTuduKara.

Bo3BpamaeMbie 3HAYEHUS:

— pedynbraT npoBepku III online-ctaTtyca cepTudukara.

1.7.21 IIpoToKo0/71 6€30IIaCHOCTH TPAaHCIOPTHOTO ypoBHsA TLS 1.2

[lepeuuncnenue TlsFlags
@aru co3gaHUuA KOHTEKCTa 3allUIeHHOr0 KaHaJsa I10 1potokoiny TLS:

— CreateClientSession
coomeemcmayem ¢paazy FLAG TLS CREAT CLIENT SESSION.

— NoPeerVerification
coomeemcmayem ¢aazy FLAG TLS NO PEER VERIFICATION.
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— AcceptClientCerificate
coomgemcmayem ¢aazy FLAG TLS ACCEPT CLIENT CERTIF.

— RequireClientCertificate
coomgemcmayem ¢paazy FLAG TLS REQUIRE CLIENT CERTIF.

— NoRenegotiateResumption
coomsemcmaeyem ¢paazy FLAG TLS NO RENEGO RESUMPTION.

— EnableUnsafeRenegotiation
coomsemcmaeyem ¢paaz2y FLAG TLS ENABLE UNSAFE RENEGO.

— ProtocolVersionl 2
coomeemcmayem ¢paazy FLAG TLS PROTOCOL VERSION 1 2.

TlsSessionCtx TlsSessionCreate(string Server, TlsFlags Flags) - (coomsemcmay-
em ¢yHukyuu VCERT TisSessionCreate)
MeTon co3maHusa KOHTEKCTa 3allUIIeHHOTI 0 KaHajla mo npoTokony TLS
AprymMeHThbI:

— Server ctpoka ¢ DNS-umenem cepBepa (MOXKET MCIOJIL30BAThHCS TOJIBKO IPU
CO3aHMM KOHTEKCTa KJIMeHTa). [Ipu 3HaueHuu, He paBHOM null, Tpou3BoOuTCSA Be-
pudHKaIusa Hanu4uus yKa3zaHHOro DNS-uMeHU B OOIIOTHEHUU “ANTbTEPHATUBHOE UMS
BJlazesiblla” cepTuduKaTa CEpBepPa;

— Flags dnaru co3gaHus KOHTEKCTa 3alllMIeHHOr 0 KaHasa 1o mpoTokoiy TLS.
Bo3BpanjaeMsbie 3HAaYEHUSI:

— KJIaCC KOHTEKCTa 3alllUINEeHHOI'0 KaHadJla IT0 ITPOTOKOJIY TLS.

Kmnacc TlsSessionCtx

Knacc TlsSessionCtx comepXKUT KOHTEKCT OMOIMOTEKHM, Ha KOTOPOM OH OBII
co3aaH, mo3ToMy 00beKT Kiiacca TlsSessionCtx Henb3s MCIOIB30BaTh, €CIIU OOBEKT
Knacca VcertObject, mpu moMoIii KOTOporo oH OBII CO3[laH, pa3pylleH.

void  TlsSessionDestroy() - (coomeemcmsyem  ¢yukuuu  VCERT -
TlsSessionDestroy, 8vi3vi8aemcsa 8 decmpykmope kaacca TlsSessionCtx)
MeTon 0cBOOOXKAEHMUST KOHTEKCTA 3allIMIIEHHOT0 KaHasa 110 IpoTtokoiny TLS

byte[] Handshake(byte[] 1Itls) - (coomsemcmsyem ¢yHkuuu VCERT -
TlsSessionHandshake)
MeTo[ BEIIIOJTHEHMS IEPETOBOPOB IIPH CO3OaHHUM 3allIMIIeHHOro KaHana TLS
AprymMeHTrhbI:

— Itls 610K TaMSATY C JAHHBIMU IIPOTOKOJIa TLS, momy4YeHHBIMHU OT ITPOTUBOIIOJI0XK-
HOM CTOPOHHI. [Ipu ¢popMUpPOBaHUU MEPBOTO COOOIIEHUST KIUEHTOM [JIMHA OOJIXKHA
OBITH ycTaHOBNIEeHa B 0;

Bo3BpamiaeMbie 3HAaYEHUS:

— OJIOK maMSATH C HaHHBIMU IIPoTOKoJia TLS, oTnpaBnsieMbIMU TPOTHUBOIIOI0KHOU
CTOpOHE.
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bool Complete() - (coomeemcmayem ¢yHkuuu VCERT TlsSessionComplete)
MeToq onpeneneHus COCTOSHUS 3alTUINIEHHOT0 KaHaa 1mo npoTokony TLS
Bo3BpamiaeMbie 3HAYEHUS:

— true SaH_[I/IH_[eHHbeI KaHaJl MeXOY KIIMEHTOM U CEPBEPOM YK€ YCTAHOBJIEH;

— false 3amnuieHHbIN KaHal MEXK/Y KIIMEHTOM U CEPBEPOM ellle He YCTAaHOBJIEH U
IIepPeroBOPHI MOJIZKHEBI OBITH MTPOIOIKEHHI:

e IIPU CO3MAaHUU 3AIIUIIEHHOTO KaHajlla HeoO0XOOUMO TOIyYUTh OOIIOTHUTEh-
Hble MaHHBbIE OT IPOTHUBOMIOJIOXKHOM CTOPOHHI U BEI3BaTh MeToq Handshake();

e IIPU IIEPETr0BOpPax, IPOXOOAIIUX yKe [I0CJIe CO3MaHmus 3alIUIlleHHOr0 KaHaa,
HeoOxoouMo BeI3BaTh MeTon Write(), ycTaHOBUB [IUHY 6J7I0Ka ITaMsTH C 3allUIlla-
eMbIMU JaHHBIMU B 0, U TIepejaTh MOJIy4YeHHbIe JaHHble TLS IpoTOKOjia MPOTUBO-
IIOJIOKHOU CTOPOHE;

— reHepupyet VcertException B cnydae OIIUOKY.

[lepeuuncnenue TlsQueryIype
JanpalnmBaeMble DaHHBIE WUIU KOMaHa yIIpaBIeHUs 3allyuIlleHHEIM KaHaioM TLS

— PeerCertificateBlob
coomgemcmayem ¢aazy VCERT TLS QRY PEER CERTIF BLOB.

— ProtocolVersion

coomgemcmayem ¢paazy VCERT TLS QRY PROTOCOL VERSION.
— CipherSuiteValue

coomeemcmayem ¢aazy VCERT TLS QRY CIPH SUITE VALUE.
— CipherSuiteDescription

coomgemcmayem ¢paazy VCERT TLS QRY CIPH SUITE DESCR.

— SessionShutdown
coomeemcmayem ¢aazy VCERT TLS QRY SESSION SHUTDOWN.

byte[] Query(TlsQueryType Type) - (coomeemcmsyem ¢pyHkuuu VCERT -
TIsSessionQuery)
MeTop nOoNIy4YEeHUsI JaHHBIX WM VIIPABIEHUS 3alllMIIIEeHHBIM KaHaloM TLS
AprymMeHThbI:

— Type 3amnpalinBaeMble JaHHbIE UIU KOMaHOa yIIpaBIeHHUs.
Bo3BpaiiaeMbie 3HAaYEHUS:

— OJIOK MaMSsTH C 3allPOIIEHHBIMY OJaHHBIMHU HWJIK PE3YJIbTATOM KOMAHIOBI YIIPDAB-
JIEHUS.

byte[] Write(byte[] Itls) - (coomeemcmaeyem ¢pyHkuuu VCERT TIsSessionWrite)
MeTo OTIIPpaBKH OJaHHBIX IPYIrOM CTOPOHE 3alllMIIeHHOro KaHana TLS
AprymMeHrhbI:

— Itls 6710k maMsaTH (He HYJIEBOM [OJIMHEI) C 3aIllUIIaeMbIMH JaHHBIMH, ITPeIHa3Ha-
YeHHBIMH OJIsI IIepeaady IIPOTUBOIIOJIOKHOM CTOPOHE.

Bo3BpamnjaeMbie 3HAaYEHUS:
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— OJIOK MaMSTH C OAaHHBIMH IIPOTOKOJIA TLS, OTIIPABJII€MBIMHA HpOTHBOHOHO}KHOfI
CTOpPOHE.

byte[] Read(byte[] Itls) - (coomesemcmaeyem ¢yHkuuu VCERT TlsSessionRead)
MeTop nonly4yeHUs HaHHBIX OT APYTOU CTOPOHEI 3allIUIIIEHHOr0 KaHana TLS
AprymMeHTbI:

— Itls 670K TaMsATHU (He HYJIeBOM OJIMHBI) C JaHHLIMU ITPOoTOKosa TLS, mony4yeHHHI-
MU OT IIPOTHUBOIOJIOZKHOU CTOPOHBI.

Bo3BpanlaeMble 3HAUYEHUS:

— OJIOK IaMsATH C 3alllullaeMBIMU OaHHBIMM, IIepeIaHHBIMM IIPOTUBOIOJIOXKHOU
CTOPOHOMU;

— reHepupyetcsa ucknwodenuve VcertException c kogom ommbku VCERT E -
TLS READ_MORE - 5e006X0O¥MO IIPOOOJIKUTEL YTEHUE OaHHBIX OT IPOTUBOIIOIOXK-
HOU CcTOpOHEHL. [lepen uTeHueMm cnenyet Bei30oBoM ¢yHKIUM Complete() onpenenuts
COCTOsSIHME 3alllMIIeHHOr0 KaHaua U, npu nonydenuu false, mpomonXkuTh neperoBo-

PHL.

1.7.22 IIpeodOpa3oBanue B ¢popMmar u u3 ¢popmara Base64

byte[] ToBaseb64(byte[] InBuf) - (coomeemcmsyem ¢yHkuuu VCERT -
EncodeMem)
MeTo[ 3aKoOUpPOBaHKUs OMHAPHEIX JAaHHEIX B popmaT Base64
AprymMeHTrhbI:

— InBuf ucxomgHbiii 6ydep ¢ OMHAPHBIMU OJAaHHBIMHU [JI51 3aKOIUPOBAHUS.
Bo3BpaniaeMble 3HAYEHHUS:
— OJIOK IMaMSTH C 3aKOOUPOBAHHLIMY TaHHBIMH.

byte[] FromBase64(byte[] InBuf) - (coomeemcmeyem ¢yHkuuu VCERT -
DecodeMem)
MeTon pacKOOUPOBaHUA OMHAPHBIX JAaHHBEIX 13 dopMaTa Base64
AprymeHThbI:

— InBuf ucxogsbiii 6ydep ¢ 3aKOOMPOBaHHLIMU JaHHBIMU B KOTUPOBKe Base64.
Bo3BpamiaeMbie 3HAYEHUS:

— OJIOK IIaMSITH C PaCKOOHUPOBAaHHBIMH NAaHHBIMH.

1.7.23 BpIpa®oTKa CIYyYaHHOTrO YHCJ/Ia 3aJJaHHOH IIHHBI

[Tpu BBEI30BEe QYHKIMM BHIPAOOTKU CIIy4alHOTO YMCJia BBHITIOJIHAETCS MHUIIMAIN3a-
nus [ICY, ecrtu oH He ObIJI MHUIIMAIM3UPOBAH paHee.

void GetRandom(byte[] Random) - (coomsemcmeyem ¢yHkuyuu VCERT -
GenRandom)
MeTon BHIPAOOTKHU CIIYYaWHOT0 YKClia 3aJaHHON OJIWHEI
AprymMeHThbI:
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— Random 6710K maMsITH OJIsS 3alUCH CIIYYaWHOTO YKUCIIa.
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IIEPEYEHBb COKPAIIIEHUN

IlaT4yuk CiIly4YauHBIX YUCeIl

JlokanbHBEIM cnpaBoYHMK Iojb3oBaTens (Local Certificate
Store)

OnepanuonHas cuctema (Operating System)

[IporpaMMHEBIM KOMIIJIEKC

[TporpaMMHOe obecrieyeHue

[lepcoHanMbHLIM  CIOPABOYHMK  moib3oBaTenss  (Personal
Security Environment)

Cnucok aHHynIupoBaHHBEIX cepTudukatoB (Certificate
Revocation List)

Cucrema Kpunrorpaguyeckord aBTOPHU3ALIUU 3SJIEKTPOHHBIX
OOKyMEHTOB

CeteBou cnpaBouHHK ceptudukatoB (Network Certificate
Store)

Cuctema ynpasneHuss ceptudukaramu (Public Key
Infrastructure)

OyHKIIMOHA/IbHBIN KJII0UEBOU HOCUTEJID

LeuTtp ceptudukanmu (Certification Authority)
9nekTpoHHasa nognuck (Digital Signature)
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JIucT peructpauuv U3AMeHEHUN

Howmepa nucTOB (CTpaHHUI) Bcero Ne moxyMmeH- | Bxogsmmmii |ITogm | daTta
N3Mu3me- 3aMe- HOBBIX QHHYJHU- |JIUCTOB |Ta Ne compoBo-
HEHHBIX |HEHHBIX poBaH- |(CTpa- OUTEJIBHO-
HBIX HUI[) B ro JOKYyM M

JOKYyM maTa
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